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Introduction

he SAR Activity Review-Trends, Tips and Issuesis a product of continuing

dialogue and close collaboration among the nation’s financial institutions, law
enforcement officials, and regulatory agenciest to provide meaningful information
about the preparation, use, and value of suspicious activity reports (SARs) filed by
financial institutions.

This edition, Issue 6, reflects the continuing maturation and expansion of the SAR
processitself. Depository institutions are substantively improving the quality of
their SAR reporting; SARs are capturing more criminal activity as the reporting
requirements expand to additional financial industry sectors, and law enforcement
is successfully investigating and prosecuting more SAR-enhanced cases. These
efforts are resulting in better feedback to the industry so that it can contribute to
enhanced SAR reporting—a primary objective of the FinCEN network.

To better present this dynamic expansion, Issue 6 introduces a new delivery
format. The statistical data, formerly found in Section One, SuspiciousActivity
Report Statistics, and in the Appendix 1, Characterization of SuspiciousActivity
by States and Territories by Year, now appearsin acompanion product entitled
The SAR Activity Review—BYy the Numbers. The first edition of that report was
produced recently and is available on the FinCEN website, www.fincen.gov.
Future editions of By the Numberswill be produced semiannually to cover two
filing periods. January 1 to June 30 and July 1 to December 31. All editions will
be available on the FINCEN website following the end of each period, in the early
spring and early fall of each year. By the Numberswill be presented in an Excel
format to allow readers to download and manipulate the information to achieve
maximum management and compliance needs for their institution or agency.

All of the other sections formerly published in The SAR Activity Review-Trends,
Tips and Issues will be published semiannually in the spring and fall. These new

1 These include, among others, the American Bankers Association; |ndependent Community Bankers of
America; American Institute of Certified Public Accountants; Securities Industry Association; Futures
Industry Association; Non-Bank Funds Transmitters Group; Federal Reserve Board (FRB); Office of the
Comptroller of the Currency (OCC); Federal Deposit Insurance Corporation (FDIC); Office of Thrift
Supervision (OTS); National Credit Union Administration (NCUA); U.S. Securities and Exchange
Commission (SEC); U.S. Department of Justice’s Criminal Division and Asset Forfeiture & Money
Laundering Section and the Federal Bureau of Investigation (FBI); U.S. Department of Homeland
Security’s Bureau of Immigration and Customs Enforcement (ICE) and U.S. Secret Service (USSS); U.S.
Department of the Treasury’ s Executive Office of Terrorism Financing and Financial Crime (EOTF/FC),
Internal Revenue Service (IRS), and the Financial Crimes Enforcement Network (FinCEN).




issues, and previous issues of Trends, Tips and Issues dated October 2000, June
2001, October 2001, August 2002, and February 2003, will continue to be avail-
able through FinCEN’s website and in hardcopy form. Analytic reports, issue
papers, and other publications related to or resulting from information contained
in The SAR Activity Review may be published separately.

Significant topics presented in Section 1 of thisissue include the identification of
potential money laundering and terrorist financing methods involving monetary
instruments that clear through the cash letter process, potential terrorist financing
methods that can occur through coupon redemption fraud schemes, and an update
of findings related to terrorism, terrorist financing, and informal value transfer
systems (IVTS). In Section 2, SAR analysisis provided on broker-dealersin
securities—one of the newer industries now under mandatory SAR reporting.
Also included is information about on-line banking and the real estate industry.
Section 3 provides summaries of the use of SAR filingsin criminal investigations,
and Sections 4 and 5 provide important information to improve the quality of
SAR Reporting. Section 6 is anews update on various related activities affecting
the SAR program. Section 7 provides insights from one of our industry partners,
and Section 8 introduces the new Feedback Form. Our new Appendix section
provides alisting of current and previous SAR Activity Review topics with the
FinCEN website hyperlink to the specific editions. Throughout thisissue, readers
will find announcements about special Advisories and Bulletins related to emerg-
ing money laundering and terrorist financing threats and issues, which FiInCEN
recently published or is about to publish.

Your comments and feedback are important to us. Please take amoment and let
us know if the topics chosen are helpful and if our new publication processis
beneficial. We have included a feedback sheet in Section 8. Your comments may
be addressed to either or both of The SAR Activity Review project co-chairs:

John J. Byrne David K. Gilles

Senior Counsel and Assistant Director
Compliance Manager Office of Strategic Analysis
American Bankers Association Financial Crimes Enforcement
1120 Connecticut Ave., NW Network (FinCEN)
Washington, DC 20036 (703) 905-3574 (phone)

(202) 663-5029 (phone) (703) 905-3698 (fax)

(202) 828-5052 (fax) gilled@fincen.treas.gov

jbyrne@aba.com




Section 1 - Trends and Analysis

Terrorism and Terrorist Financing

he purpose of this Section isto provide financial institutions with information

relative to various aspects of terrorist financing to assist them in identifying
and reporting related suspicious activity. Issues4 and 5 of The SAR Activity
Review, SAR Bulletin Issue 4—The Aspects of Financial Transactions Indicative
of Terrorist Funding, and FinCEN Advisory Issue 33— Informal Vaue Transfer
Systems (IVTS) discussed the vulnerabilities of afinancial system to terrorist
financing. The last two editions of The SAR Activity Review provided statistical
dataand information concerning terrorist-related SARs.

FinCEN has continued to examine the SAR database to determine the extent to
which SARs have been filed by institutions that suspect certain activities may
relate to terrorism and terrorist financing. A recent review identified several
interesting trends. First, the number of SARS submitted from financial institu-
tions reporting terrorism or terrorist financing has continued to decline steadily
since the events of September 11, 2001. Secondly, of al SARsfiled referencing
terrorism, one-third were filed as aresult of names appearing on government lists
[Office of Foreign Assets Control (OFAC) or other watch lists] or Section 314(a)
Information Requests. Finally, the remaining two-thirds of all SARs reviewed
appeared to be submitted as adirect result of proactive initiatives by institutions,
which are becoming more aware of possible indicators of financial activity and
transactions by suspected terrorists and terrorist organizations. In other words,
institutions are becoming less dependent on specific lists and are identifying
suspicious activity as being potentially terrorist-related on their own. This section
will offer asynopsis of SAR statistical data for the recent review period and will
identify the general types of activities being reported in terrorist-related SARs.

The following chart represents SARs filed relating to terrorism for the 18-month
period (by CY quarters), commencing October 1, 2001 and ending
March 31, 2003.
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As shown in the above chart, the number of filings began to steadily decline after
the 4" Quarter of calendar year 2001, the three-month period directly following
the September 11™ terrorist attacks on the World Trade Center, the Pentagon, and
over Somerset County, Pennsylvania.

Listed below is additional information about the 290 SARs filed between
October 1, 2002 and March 31, 2003 (the last six months of the study) that refer-
ence terrorism and/or terrorist financing:

e Sixty-ninefinancial institutions, including five foreign banks licensed to
conduct business in the United States, filed SARs (three banks filed 155
of the 290 SARs or 53.4% of the SARsfiled).

e The suspicious activity reported in the SARs occurred in 35 states and the
District of Columbia.

e Alleged suspicious activity amounts ranged from $0 to $193 million.

e Financia institutionsindicated that 68 SARS (23.4%) were reported
directly to law enforcement. (Box 40 was checked on the SAR.)?

Eighty-four SARs (29%) filed were the result of apparent matches of names on
OFAC'slist of Specially Designated Nationals and Blocked Persons, from the
USA PATRIOT Act’s Section 314(a) Information Requests from law enforcement,
names gleaned from mediareports, or as aresult of subpoenas issued by law
enforcement. Four SARs make direct mention of compliance with Section 314(a).

The activity described in the SARs remained consistent with the activity described
in The SAR Activity Review, Issue 4 (August 2002) and Issue 5 (February 2003).
The activity included wire transfers predominantly to and from Middle Eastern

2|n situations involving violations requiring immediate attention, such as when areportable
violation is ongoing, financial institutions shall immediately notify, by telephone, appropriate
law enforcement and financial institution supervisory authoritiesin addition to filing atimely
SAR to the Detroit Computing Center. Institutions are also encouraged to use the Financial
Institutions Hotline (1-866-556-3974) established by FInCEN in October 2001 for the purpose
of expediting voluntary reportsto law enforcement of suspicious transactions that may relate to
terrorist activity.




countries; frequent use of domestic and foreign Automated Teller Machines
(ATMs); and large currency transactions.

The majority of the SARsfiled (206 SARs or 71%) were aresult of depository
institutions discoveries during the due diligence process. This denotes the first
time since the events of September 11, 2001, that a marked increase in indepen-
dent depository institutions filings occurred, i.e. without the aid of government
published lists. It isalso worth noting that, previoudly, the filings were reversed in
that 75% to 80% were filed based on government watch lists, while 20% to 25%
werefiled at the depository ingtitutions' initiative. According to information in
the SARs reviewed, several depository institutions have established internal
watch lists that alert tellers and other employees of previous suspicious behavior
by customers.

The above-mentioned SARs were filed based on one or more of the following
criteria, which the financial institution believed might be associated with terrorist
activity:

e Even dollar deposits followed by like-amount wire transfers;
e Frequent domestic and international ATM activity;

e No known source of income;

e Useof wiretransfers and the Internet to move funds to and from high risk
countries and geographic locations;

e Frequent address changes,
e Occupation “student” - primarily flight schools;
e Purchases of military items or technology; and

e Mediareports on suspected/arrested terrorists or groups.




Informal Value Transfer Systems (IVTS)

In March 2003, FinCEN issued Advisory 33,®> which provided a general overview
of informal value transfer systems (IVTS) and indicators of such activity. As part
of the Advisory, FINCEN provided instructions to financia institutions regarding
thefiling of IVTS-related SARs. The guidance instructed depository institutions
to check the “ Other” box in Part I11, Line 35(s) on Form TD F 90-22.47 and note
the abbreviation “IVTS’ in the space following the box in instances where the
financial institution had reason to believe the activity to be IVTS-related. Some
financial institutions have followed that guidance and, in doing so, have provided
valuable and more easily retrievable information to FINCEN and law enforcement
regarding VTS trends and patterns. Depository institutions should continue to
follow the guidance in Advisory 33 for reporting IV TS-related suspicious transac-
tions. Filersof Form TD F 90-22.56 (SuspiciousActivity Report by Money
Services Business), FINCEN Form 101 (SuspiciousActivity Report by the Securi-
ties and Futures Industries), and FiInCEN Form 102 (SuspiciousActivity Report by
Casinos and Card Clubs) should also follow these instructions when completing
those forms.

Parallel to the release of Advisory 33, FINCEN completed an analysis of a
sampling of SARsreferencing IVTS or IVTS-like operations. Four predominate
themes identified from those SARs are:

Unlicensed and/or unregistered money transmitters;

Hawalaor other typesof IVTS,

Black Market Peso Exchange (BMPE); and,

Evasion of the International Emergency Economic Powers Act
(IEEPA).

Ll A

Examples of the types of activities reported by institutions related to these themes
may be found in the remainder of this section.

Illegal Money Transmitter Businesses

Forty-five SARs (or 56.3 %) filed regarding unregistered and/or unlicensed money
transmitter businesses identified a variety of techniques commonly used by IVTS
operators to facilitate the transfer of funds on behalf of their customers. Many
unlicensed/unregistered money transmitters were identified by the filing institution

% See FinCEN Advisory Number 33, Informal Value Transfer Systems, at
http://www.fincen.gov/pub_main.html. Also refer to Issue 5, page 17, of The SAR Activity
Review — Trends, Tips & Issues, published by FInCEN in February 2003.




as IVTS because of the mechanisms used to conduct transactions that ultimately
ended up going through a depository institution account such as aggregation of
monetary instruments or cash from multiple sources.

Most IVTS operations are considered money services businesses (MSBs) by
virtue of the funds/value transfer services they provide to their customers.
Financial institutions often identify VTS operations when exercising effective
due diligence on customers who claim to be money remitters yet fail to provide
adequate proof that the business is registered with the Department of the Treasury
or appropriately licensed in respective states where such licenses are required.
The type of account activity exhibited by such entities also provides significant
insight into the identification of illegal and informal MSBs that may be providing
IVTS services. The SARs anayzed for this study provided a number of such
indicators:

e Useof persona accounts to facilitate the negotiation of cash and third-
party checks followed by outgoing wire transfers;

e Account activity inconsistent with the type of account held by a customer
and/or volume of activity anticipated by the filing institution (according to
the expected levels conveyed to the institution by the account holder);

e Account holder occupation inconsistent with the type and volume of
financial activity affecting an account; e.g. unemployed, housewife, etc.;

e Largevolume deposits of cash, checks, and other types of monetary
instruments immediately followed by wire transactions abroad;

e Structured cash transactions through the use of multiple transactors at
multiple branches of the financial institution where the suspect account is
maintained;

e Account holders using their personal accounts to act as possible agents of
wire remitter businesses;

e Personal accounts used as “layering” points involving wire transfers sent
into those accounts from unregistered and/or unlicensed M SBs and then
transferred abroad;

e Cashintensive businesses (for example, restaurants) providing transfer
services to groups of people by accepting cash to facilitate paymentsto
customers family membersresiding in aforeign country;




e Businesses conducting structured cash deposits and drawing checks from
their account to purchase bulk phone cards and/or stored value cards for
possible resale;

e Similarly, asubject engaged in the suspected operation of an unlicensed
MSB conducting numerous outgoing wire transmissions out of his per-
sonal account, in addition to drawing checks from his account to pay for
phone cards,

e Use of possible shell companies and multiple accounts to facilitate the
structuring of cash, deposit of money orders, and the negotiation of third-
party checks, followed by wire transfers from the accounts to high risk
countries,

e Deposits of cash into accounts and subsequent outgoing overseas wire
transfers by unregistered and/or unlicensed M SBs conducted on behalf of
expatriate workers wishing to send money back home to their families; an
account is typically maintained to service customersin one state or locale,
while the actual account holder (or an agent) conducts the remittance
transactions from another state. 1n one reported instance, foreign cruise
line employees transferred cash to an unlicensed MSB via an intermediary
who carried the cash from the ship and deposited it into the unlicensed
MSB account at a nearby bank branch on shore. The account holder was
actually located several states away and transferred the funds to an
associate in aforeign country for further dispersal to relatives of the cruise
line employees, also residing in the foreign country.

e Multiple wire transfers sent from unregistered and/or unlicensed MSBs to
benefit asingle beneficiary located in aforeign country; and

e Unlicensed and/or unregistered M SBs sending large volumes of wire

transfers to asingle personal account within the United States; transactors
in multiple states conduct cash deposits into the same personal account.

Hawala and Other IVTS

FinCEN identified 19 SARs (or 23.8 %) filed by financial institutions referencing
hawala and/or broadly indicating other facetsof IVTS. Theterm “hawala” simply




means transfer in Arabic and is commonly associated with IVTS activities that
occur in southwest Asiaand the Middle East. Since the tragic events of Septem-
ber 11™", the financial community has acquired a better understanding of hawala
and other IVTS(s) located in the United States and throughout the world, as well
as observing their nexus with bank accounts.

The following extracts were taken from SARs associated with hawala and similar
typesof IVTS-related activity:

e A wiretransfer company wasidentified as a hawalaby the filing financial
institution. The company sent alarge volume of wire transfersto an
Arabian Gulf nation.

e A financia institution identified a customer who accepted large volumes
of money orders and other monetary instruments deposited into his per-
sonal account. When questioned about the activity, the customer indicated
he provided services, through his brother residing in a south Asian country,
to local expatriates wishing to send merchandise to their familiesin their
home country. The customer further indicated he accepted payment from
his customers either by money order or cashier’s check. When his custom-
ers provided these payments, the suspect customer contacted his brother to
rel ease the merchandise to the particular family member abroad.

e A former banking employee was suspected of acting as an unlicensed
money transmitter on behalf of his brother located in a West African
nation. He would collect cash from local members of the community that
would be deposited into his personal account, followed by wire transfers to
trading companies in Asiaand North America.

e An account held by aclothing and jewelry store was identified with large
cash deposits and numerous deposits of checks and other monetary instru-
ments. Once a month, alarge wire transfer from the account was sent to a
Southeast Asian country. #

e Street vendors, all expatriates of a south Asian country, deposited cash into
accounts, from which the balances were subsequently wire transferred to a
businessman residing in the south Asian country. When further
guestioned, the street vendors indicated they were conducting this

4 The SAR author stated that sheidentified this activity based on her review of FInCEN Advisory
Issue 33, Informal Value Transfer Systems, http://www.fincen.gov/advis33.pdf.
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operation because only certain individuals could maintain accountsin the
receiving country.

e Anunregistered and/or unlicensed entity was identified as making several
large cash depositsinto its account, in addition to negotiating several
checks drawn on personal accounts from all over the country. The funds
were further transferred to atrading company located in an Arabian Gulf
country.

e Two “students’ were identified as the joint holders of a checking account.
Several checksissued from anumber of Arabian Gulf nations, including
cultural offices, were deposited into the account. Checks were also drawn
on the account made payable to other subjects, as well as other varied
types of debit activity occurring through the account.

e A money exchange entity was identified as structuring over $3 million into
an account within a one-month period. The account was set up to allow
members of alocal ethnic community to send funds to their familiesin a
Southeast Asian country.

e Two SARs, filed on the SAR-MSB form, mentioned “hawala” in the
narrative. The SARs identified a customer who visited multiple branches
of the same money transmitter service to send funds to a south Asian
country. Each transaction was under $3,000 and was forwarded to the
same payee on multiple days.

Black Market Peso Exchange (BMPE)

Six SARs (or 7.5 %) were filed on suspected BMPE operations.® Some of the
SARs highlighted emerging techniques possibly employed by BMPE operatorsto
move cash to Colombia through the use of ATMs. In addition, traditional BMPE
was also highlighted.

The type of activities revealed in these SARs include the following:

®> See FinCEN Advisory Issue 12, Black Market Peso Exchange Update, issued June 1999, (http://
www.fincen.gov/advis12.pdf) and FinCEN Advisory Issue 9, Black Market Peso Exchange,
issued November 1997, (http://www.fincen.gov/advisu9.pdf) for additional background informa-
tion pertaining to BM PE.




Several accounts maintained at afinancial institution were used to
deposit bulk cash through domestic ATM transactions. Shortly
after the deposits, numerous cash withdrawals of the funds were
initiated viaATMs in Colombia.

An account holder engaged in agricultural activity was identified as
remitting atotal of $400,000 to numerous financial institutions
located in Central America. The subject was suspected by the
filing bank as engaging in possible BMPE operations based on
secondary information received by the financial institution.

International Emergency Economic Powers Act (IEEPA)

Violations

Financial ingtitutions filed ten SARs (or 12.5%) regarding the attempted violation
of IEEPA regulations.® The detection of these violations occurred when subjects
attempted to transfer funds to OFA C-blocked countries through a U.S. financial
institution. In most cases, existing anti-money laundering programs and effective
due diligence of financial transfer requests prohibited the initiation of transfers.

Examples of some of these filings are listed below.

A SAR wasfiled on an unlicensed and/or unregistered MSB that
provided remittance services to an OFA C-blocked country located
in the vicinity of the Arabian Gulf. During the course of several
years, numerous individual s, not associated with the account, used
one personal account to facilitate deposits in various states. Funds
were then either converted to a cashier’s check or wired abroad.
Funds were transferred to the benefit of one family in an OFAC-
blocked country through agents of the remitter organization resid-
ing in neighboring countries.

A suspect attempted to cash a $60,000 check at alocal financial
institution and inquired about how thick the money would be
because she was going to mail it. Previoudly, the customer had
attempted to send awire transfer from the bank to an OFAC-
blocked country.

8 For information about | EEPA and other OFA C-related regulations, visit the OFAC website at
http://www.treas.gov/offices/eotffc/ofac/regul ations.

11
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e A customer believed to be engaged in the construction businessin an
OFAC- blocked country sent numerous wire transfers from a domestic-
based account maintained by an associated apartment leasing and invest-
ment company. Rent checks were also deposited into this account. The
financial institution believed many of the funds were sent to the OFAC-
blocked country via a European bank, as well as through the suspect’s use
of money remitters and other companies.

SAR Hilers Identity Suspicious Monetary
Instruments Clearing Through
International Cash Letters

International cash letter processing through correspondent accountsis a standard
banking service provided by some U.S. financial institutionsto foreign financial
ingtitutions.” In basic terms, an international cash letter is an inter-bank transmit-
tal letter that accompanies checks or monetary instruments (such as money orders)
sent from one bank to another internationally. Some banks that monitor their cash
letter processes for suspicious activities have identified bulk movements of
monetary instruments, which appear to be indicative of money laundering. Their
observations are consistent with several recent law enforcement casesinvolving
money laundering through bulk monetary instrument transactions. FINCEN is
monitoring this reported activity to determine if it isindicative of atrend.

Investigations and SARs filed by financial institutions have revealed that mon-
etary instruments, purchased in bulk with illicit proceeds, are sometimes cleared
through cash letters. It isimportant to note that the clearing banks are several
steps removed from the actual conversion of the illicit funds to monetary instru-
ments. Thelr ability to nonetheless identify the indicia of suspicious activity in

’In basic terms, an “international cash letter” functions as amethod of inter-bank communication
for processing transactions between banks|ocated in different countries. The communicationisin
theform of adocument (cash letter) that accompanies checks, drafts, money orders, and traveler’'s
checks. When submitted for collection by a foreign correspondent depository bank to the U.S.
clearing bank, the cash letter details the number of checks or other items sent as well as the total
dollar amount of the included items. Upon receipt from aforeign correspondent bank, the U.S.
clearing bank sends the monetary instruments for clearance or negotiation to the financial
institution(s) upon which the individual itemswere originally drawn. The foreign bank’s account
at the U.S. clearing bank will then be credited for the total amount of the cash letter.




the course of clearing these instruments suggests there may be a vulnerability at
the stage at which the instruments are actually issued (for example, sequentially
numbered monetary instruments endorsed by the same person aggregating to a
high value). Thus, monitoring of the cash letter process can yield important
insightsinto not only trends in bulk movement of monetary instruments but also
potential vulnerabilities at their point of sale.

Fortunately, both regulatory authorities and the financial industry are becoming
aware of theseissues. The banking regulatory agencies have examination proce-
dures requiring financial institutions to give enhanced scrutiny to cash letter
processing, which hasresulted in SAR filings. FInCEN’s comprehensive study of
IVTS® provided examples of suspicious activity involving the international trans-
port of monetary instruments. For example, BMPE schemes reveal narcotic
proceeds clearing through correspondent accounts via checks, money orders, and
other types of monetary instruments. FINCEN has found the SARs filed by finan-
cial institutions from their monitoring of cash letters to be valuable in identifying
such activity.

To further assist industry, FINCEN is currently conducting a comprehensive study
of SARsthat relate or refer to monetary instruments clearing through the interna-
tional cash letter process. The findings of this study will report on any patterns
and trends, as well asred flags that may be shared. It isenvisioned that the issues
raised from this ongoing research will stimulate further productive discussion
among the law enforcement, regulatory, and financial communities.

Following are some examples of activitiesinvolving bulk monetary instruments
and cash letters:

e Inacaseinvolving the Kumar hawala, the United States Attorney for the
Eastern District of New York recently charged nine defendants with
participating in the Kumar Organization’s unlicensed money transmitting
business. Kumar transmitted in excess of $32 million out of the United
States between January 2001 and May 2003. The government alleged that
in addition to illegal money transmissions, Kumar converted currency into

8 See FinCEN's study entitled “A Report to Congress in Accordance with Section 359 of the USA
PATRIOT Act, November 2002"; available on FinCEN’s website www.fincen.gov

13
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monetary instruments, including money orders and checks, and sent these
funds via courier service outside the United States. On asingle day,

May 25, 2002, Customs Inspectors at Newark/Liberty International
Airport intercepted Kumar’s courier packages destined for Canada con-
taining approximately $100,000.

e Law enforcement agentsin the San Francisco areareport that lower
volume hawalas, particularly, are sending money orders overseas for
negotiation.

e Law enforcement personnel at several major airports on the east coast
have discovered large amounts of money orders in even amounts, and
sequentially numbered, being sent regularly to acountry in the Middle
East.

Coupon Redemption Fraud

In the United States, hundreds of public and private corporations and manufactur-
ers offer coupon discounts for products sold in retail stores. Coupons are found in
newspaper inserts, magazines, mail solicitations, school and charity fund-raising
booklets, in store aisles, and through Internet sites. According to NCH Marketing
Services, which claimsto be the largest clearing and processing agent for retailers
and manufacturers worldwide, the total number of manufacturers' coupons printed
and distributed in 2001 was 239 hillion.® Legitimate coupon redemption gener-
ates billions of dollarsin transactions each year. Thereis also the potential for
criminals to abuse the coupon redemption system.

In February 2003, the United States Attorney for the Eastern District of Wisconsin
and law enforcement officials with the FBI, United States Postal Service and the
former U.S. Immigration and Naturalization Service'® announced the indictment
and arrestsin five states of 16 individuals allegedly involved in a coupon redemp-
tion fraud and money laundering scheme that resulted in losses exceeding $4
million. According to the announcement, some of the proceeds were sent to the

® NCH Marketing Services press release, dated March 15, 2002.

191n March 2003, the Immigration and Naturalization Service (INS) transitioned from the
Department of Justice to the Department of Homeland Security. Immigration enforcement
services are now the responsibility of the Bureau of Immigration and Customs Enforcement
(ICE).




West Bank and Jordan. The FBI is continuing to investigate the overseas financial
transactions and other aspects of the scheme.

As aresult of this announcement, as well as testimony presented before the House
Financial Services Oversight and Investigation Subcommittee in March 2003
concerning the possible nexus between the crime of coupon redemption fraud and
the movement of theillicit funds to countries where terrorist organizations oper-
ate,”2 FinCEN reviewed SARs submitted from financia institutions related to
coupon redemption fraud.

A search of the SAR database (April 1996 to present) revealed only two SARS
related to activity described as coupon redemption fraud.*?

e |n 1998, a bank submitted a SAR to report the deposit of a $14,290 coun-
terfeit check drawn on an account for anational coupon redemption
service. Check Fraud was listed as the violation.

e InJune 2002, alarge depository institution located in several northeastern
states submitted a SAR to report frequent deposits of large, even dollar
checksissued by a coupon redemption clearinghouse and frequent, large,
incoming wire transfers from the same originator, totaling $297,200. The
funds were credited to a persona checking account at the bank. All checks
and wires originated from an account held by the coupon redemption
clearinghouse at another financial institution which was located in the
same general area of the United States. The reporting bank had filed three
previous SARs for structured cash deposits into the same personal account
and a business account for the suspect. The June 2002 SAR listed the
violation as BSA/Structuring/Money Laundering.

To better assist financial institutions in identifying suspicious activity related to
coupon redemption fraud, the following information is being provided:

e A description of alegitimate coupon redemption process,

1 News Summary release from the U.S. Department of Justice, United States Attorney,
Eastern District of Wisconsin, dated February 26, 2003.

12 Testimony before the House Committee on Financial Services Subcommittee on Oversight and
Investigations Hearing on “Progress Since 9/11: The Effectiveness of U.S. Anti-terrorist
Financing Efforts,” March 11, 2003.

2 Three SARs were identified during the search of “coupon fraud” but the SARs reported food

coupon fraud, commonly called food stamp fraud, atype of criminal activity separate from
coupon redemption fraud.
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e A description of the activity associated with coupon redemption
fraud; and

e Examplesof the types of financial transactions which may be related to
coupon redemption fraud schemes.

The information about legitimate and illegal methods stem from various case
studies, industry information, and from Congressional testimony in March 2003
and earlier, during ahearing on “Foreign Terroristsin America: Five Years after
the World Trade Center.”** That testimony related the planners of the 1993 terror-
ist attack in New York to persons involved in coupon redemption fraud.

Legitimate Retail Coupon Redemption Process

The coupon is considered alegal obligation, an offer to consumers which contains
written terms stating the specific discount when a particular product is purchased
within a prescribed time frame. A legitimate retailer understands that a consumer
must purchase a product at the time the coupon is accepted and before the coupon
is submitted to a coupon clearinghouse for reimbursement.

A retail coupon clearinghouse is a business engaged by retailers to sort coupons
on behalf of various manufacturers. The clearinghouse pays the retailer, minus a
handling fee, for the coupon’s value. The manufacturer or its agent pays the
clearinghouse when it submits the coupons for redemption.

The legitimate process involves the following four steps:

Step 1: Registration

The owner of astore (e.g., grocery, pharmacy, convenience store, etc.) registers
with aretail coupon clearinghouse by filing a registration form to accept coupons
from consumers. The clearinghouse verifies that the store actually exists. The
clearinghouse establishes an account for the store in order to track coupon sub-
missions and make payments to the store.

14 Consumer Coupon Networks in the United States — the Terror Connection” presented by Ben
Jacobson before the Senate Judiciary Subcommittee on Technology, Terrorism and Government
Information, February 24, 1998.




Step 2: The Store

The store accepts coupons from their consumers for products legitimately sold at
the store. The store owner mails or ships bundled coupons to the clearinghouse
for processing and to receive credit for the coupons submitted.

Step 3: The Coupon Clearinghouse

Coupon clearinghouse employees receive, count and sort coupons by manufac-
turer. (Note: Some clearinghouses do not immediately sort the coupons, using
instead a weight-value formulato expedite payment to the retailer. Later, when
the shipment is counted and audited, an adjustment, if needed, will occur.) The
store's account is credited for the value of coupons submitted, minus a small
handling fee. The clearinghouse redeems the value of the coupons from the
manufacturers offering the products. A check payable to the store, in the amount
of the total coupon value, is generated and sent to the store.

Step 4: Back at the Store

The business owner receives the coupon redemption check from the coupon
clearinghouse. The coupon redemption check is deposited to the store’s business
account at the local bank.

Illegal Coupon Redemption Process

Some of the same steps found in the legitimate redemption process are
incorporated into the illegal scheme. However, as with most criminal ventures,
additional steps are found.

Step 1: Recruitment

e Thecriminal organization recruits willing business owners of generally
small, independent convenience stores or neighborhood food stores by
offering kickback payments to participate and act as a front in the scam.

e The organization may fabricate the existence of storesto claim that they
accept coupons.

e |If the crimeis committed by aterrorist organization, business owners
sympathetic to the organization’s cause may volunteer their participation
in the scheme.
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Step 2.

The business owners never see the actual coupons, only the redemption
checks.

The participating business owner registers with the coupon clearinghouse,
allegedly to accept coupons from customers to send to the clearinghouse
(infact, if astore exists, the owner may accept |egitimate coupons during
the course of hisregular operations.)

Obtaining Coupons

Step 3.

Members of the organization purchase bulk coupon inserts from recyclers,
newspaper distributors, or small newspaper stands which sell Sunday

papers.

Some participating stores that sell newspapers remove coupon inserts from
newspapers before they are displayed for sale. Theinserts are supplied
directly to the organization.

Members purchase bulk coupon certificate booklets, normally sold for
fundraising by schools and other |egitimate organizations, to access and
use the grocery coupons normally included in the booklets.

Organizations use “dumpster divers’ to sift through recycling binsand
curb recycling containersto locate and remove coupon inserts from news-
papers and magazines.

Coupon Clipping Houses

The organization staffs coupon-cutting locations (commonly referred to as
“clipping houses™) with employees who may or may not be aware of their
participation in fraudulent activities; i.e., housewives or students who are
recruited through legitimate-appearing advertisements to work part-time;
the organization advertises for and uses home-based businesses.

Clippers cut out the coupons from various mediums, and then wrinkle the
coupons to appear aged or worn (asif they have been carried around by a
consumer for awhile.)

The coupons are then sorted by product and grouped for shipping to a
coupon clearinghouse. The address, shipping information, and account
number is provided for the real or fabricated store participating in the
scheme.




e The packaged, bulk coupons are shipped to targeted coupon clearing
houses, frequently by courier rather than through the U.S. mail to avoid
Federal mail fraud statutesif the scam is discovered.

Step 4: The Coupon Clearinghouse

e Upon receipt of the packaged, bulk coupons, clearinghouse employees sort
the coupons and credit the submitting store's in-house account for the face
value of the coupon submissions.

e The clearinghouse redeems the value of the coupons from manufacturers
offering the products.

e The clearinghouse sends an audit payment in the form of a check, payable
to the store or possibly to the business owner, to the store that claimed to
have honored the coupons.

e Thecriminal organization may bribe a clearinghouse employee or place an
operative inside the clearinghouse to review and approve fictitious regis-
tration applications.

Step 5: The Store Owner

e Thebusiness owner or an employee deposits the coupon redemption
checks into the store’s business account or to the owner’s personal account
at afinancial institution.

e Subsequently, the owner withdraws the funds in the amount of the redemp-
tion checks as cash or uses the funds to purchase monetary instruments,
such as money orders, cashiers checks, etc. The cash or monetary instru-
ments are delivered to the criminal or terrorist organization, where the
owner ispaid for his services.

e Inadifferent method, the business owner may hold the coupon redemption
checksfor delivery directly to members of the criminal or terrorist organi-
zation. Middlemen, sometimes called runners, employed by the organiza-
tion, may visit participating stores to secure the redemption checks and
give the business owner his cut. The checks are subsequently negotiated at

19



20

alicensed or unlicensed money services business for cash; used to pur-
chase money orders; or transmitted by wire, domestically or out of the
country.

Indicators of Suspicious Transactions in Coupon Redemp-
tion Fraud

While the vast mgjority of all financial transactions related to the coupon redemp-
tion process are legitimate and conducted in the normal course of business, crimi-
nals or terrorists have used the process for illicit gains, to launder money, or to
possibly fund terrorist activity.

The following financial activities may be suspicious and indicate misuse of the
coupon redemption process:

Depository Institution Transactions

Frequent deposits to a business or personal account consist of one or more
large, possibly even-dollar checks issued from coupon clearinghouses—
specifically checks issued to businesses whose size, location, or clientele
base may not support the frequency or amount of the checks. The deposits
are followed by an immediate withdrawal of the exact or similar fundsin
cash; funds are used to purchase monetary instruments (e.g. official bank
or cashiers checks, money orders or traveler’s checks); or funds are used to
send wire transfers to other domestic or foreign financial institutions. The
amount of the deposit and the outgoing funds may not be exact since the
business owner deducts his“cut” for participation in the scheme. (Note:
The currency withdrawals might be structured to evade the currency
reporting requirements of the BSA..)

Similarly, deposits of one or more checks from coupon clearinghouses are
made to business or personal accounts, followed by the immediate issu-
ance of checks from the same account in the exact or similar amounts,
payable to unknown individuals or businesses. The cycleis constant, with
outgoing checks issued consistently to the same payees.

A business owner frequently cashes checks, payable to the business or the
owner, which are issued from coupon clearinghouses. The funds are taken
as cash, used to purchase monetary instruments, or used to send wire
transfers.




e A business owner, accompanied by one or more unidentified individuals,
conducts transactions mentioned previously. The financial institution
employees observe the owner presenting cash or the monetary instruments
to the individuals.

e Frequent incoming large dollar wire transfers are sent from coupon clear-
inghouses to credit a small retail store’'s business account or the personal
account of the business’ owner. The store size, clientele size, and/or store
location is not consistent with the volume of wires received from the
clearinghouse.

Money Services Business (MSB) Transactions

e Coupon redemption checksin large, possibly even-dollar amounts, are
cashed by individuals other than the payee (perhaps a business or another
individual). The funds are disbursed as cash. The same individual negoti-
ates the checks during daily or frequent visitsto the M SB.

e Fundsfrom the cashing of coupon clearinghouse checks are used to pur-
chase money orders or to send money transmittals to financial institutions,
other MSBs, hawalas, or other VTS locations.

What to do

A financial institution that knows or suspects that a customer is conducting trans-
actions that involve proceeds from coupon redemption fraud should file a SAR.
The“Other” box in Part I11, Line 35(s) on Form TD F 90-22.47 should be marked
and “ suspected coupon redemption fraud” should be noted in the space following
the box. The narrative should aso include an explanation why the depository
institution suspects or has reason to suspect that the customer isinvolved in
coupon redemption fraud. Other types of financial institutions required to file
SARs should mark the “Other” box in the “ Type of SuspiciousActivity” section
on their appropriate SAR form, note * suspected coupon redemption fraud” in the
space following the “Other” box, and provide an explanation why the institution
suspects or has reason to suspect the customer isinvolved in coupon redemption
fraud.
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Section 2 - Other Analyses and Examples

his section of the SAR Activity Review outlines examples and patterns of

suspicious activity reported in a SAR. Financial institutions may find this
information a valuable tool in alerting themselves to trends and patterns of suspi-
cious activity discovered el sewhere.

Securities & Futures Industries SARS:
The First Quarter

Brokers or dealers in securities, one segment of the securities and futures indus-
tries, were required to report suspicious financial activity using FinCEN Form
101, also known as Suspicious Activity Reports by the Securities and Futures
Industries (SAR-SFs), beginning in January 2003.** By mid-March, atotal of 119
entities had filed 555 SAR SFs. Statistical analysis of SAR-SF datarevealed
several interesting trends and patterns, which are provided below.

Violations Types

The table below provides a breakdown of all the types of reported violations on
FinCEN Form 101 submitted by the 119 entities. (Note: The totals will exceed
the number of SAR-SFsfiled (555), because SARS can specify more than one
type of suspicious activity per form.)

B Thefinal SAR filing requirements are pending for Futures Commission Merchants &
Introducing Brokersin Commaodities. However, those industries may voluntarily file SARs
by submitting a SAR-SF.
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Percentage of Total

TYPES of SUSPICIOUS ACTIVITY REPORTED SARs SARS Reviewed
Bribery/Gratuity 4 0.7%
Check Fraud 112 20.2%
Computer Intrusion 3 0.5%
Credit/Debit Card Fraud 32 5.8%
Embezzlement/Theft 74 13.3%
Forgery 15 2.7%
Identity Theft 86 15.5%
Insider Trading 7 1.3%
Mail Fraud 4 0.7%
Market Manipulation 1 0.2%
Money Laundering/Structuring 154 27.7%
Prearranged or Other Non-Competitive Trading 2 0.4%
Securities Fraud 10 1.8%
Significant Wire or Other Transactions without
Economic Purpose 56 10.1%
Suspicious Documents or ID Presented 22 4.0%
Terrorist Financing 2 0.4%
Wash or Other Fictitious Trading 1 0.2%
Wire Fraud 23 4.1%
Other 157 28.3%
None 8 1.4 %

Violation Amounts

Reported amounts in the 555 SAR-SFs submitted by broker-dealers ranged from
$0 to as high as $5 billion.** Twelve SAR-SFs reported amounts of at least $100
million, including five filed in New York, three in San Francisco, threein lowa,
and onein Miami.

The table below provides a synopsis of the volume of SAR-SFsfiled by amounts.

16 The SAR with the largest suspicious amount was filed in January 2003 by a securities firm
located in the Midwest. An employee at aclient bank referred a man to the securities firm who
inquired about investing as much as $100 million in government securities. The man then
called aregional representative of the securities firm and left a message requesting that the
securities representative call him concerning an investment of as much as $5 billion. The man
told the firm's representative that he worked for areligious organization that did missionary
work in South American and African countries. He claimed his organization had received some
large gifts from wealthy families and wanted to purchase large amounts of short-term securities,
backed by some type of arrangement with a bank in the Far East. He said his group would not
deposit funds with the firm; rather, he wanted the firm to write trade tickets with the bank in the
Far East, which were covered by some type of |etter of credit or similar arrangement. The
securities firm told the man that they “couldn’t do business that way,” and the discussion ended.
The firm subsequently filed a SAR due to the man ’s suspi cious comments.




SUSPICIOUS AMOUNTS REPORTED SARs PngeRgtzgeevi"efwTeoéa'
Blank (no amount reported) or $0 83 15.0%
$1 — $9,999 90 16.2%
$10,000 — $99,999 228 41.1%
$100,000 — $999,999 78 14.1%
$1,000,000 — $9,999,999 38 6.8%
$10,000,000 — $99,999,999 26 4.7%
$100,000,000 and over 12 2.2%
Types of Instruments

Many types of financial instruments were involved in the suspicious activity
reported on the SAR-SFs. The following table provides a breakdown of the
instrument types. [Note: The totals will exceed the number of SAR-SFsfiled
(555), because SAR-SFs can specify more than one type of financial instrument.]

TYPES of FINANCIAL INSTRUMENTS REPORTED SARs P%ﬁg@?ﬁ:\/g\,\fe"é&'
Cash or Equivalent 276 49.7%
Other 101 18.2%
Money Market Mutual Fund 45 8.1%
Stocks 37 6.7%
None 35 6.3%
Mutual Fund 33 5.9%
Bonds/Notes 25 4.5%
Other Non-Securities 13 2.3%
Other Securities 6 1.1%
Commercial Paper 1 0.2%
Warrants 1 0.2%
Foreign Currencies 1 0.2%

Eighty SAR-SFsincluded an additional instrument description. Of these, the
most frequently mentioned were business or personal checks (39); wire transfers
(12); counterfeit or stolen checks (9); cashier’s or official checks (6); life insur-
ance policies (6); brokerage accounts (5); and debit cards (5).

Fifty-nine SAR-SF filers checked the “Market where traded” box (item 23S on the
form), but only 15 actually listed amarket. Fivefilerslisted “over-the counter,”
while three listed the N.Y. Stock Exchange; two listed ASE (American Stock
Exchange); two listed NASD (National Association of Securities Dealers); two
listed CINN (Cincinnati Stock Exchange); and one listed NBB (Over the Counter
Non-Bulletin Board). One SAR specified “precious metals’ under commodity

type.
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Information Reported by Financial Institutions

Six banks and 113 other entities, including at least three foreign bank subsidiaries,
in 30 states and Puerto Rico, filed SAR-SFs. Other branches of these filers were
found in 11 additional states and the District of Columbia (D.C.)—resulting in
suspicious activity being noted in 41 states, D.C. and Puerto Rico. The States of
New York, Washington, and California had the highest volume of reporting
institutions for both categories.

STATES of FILING INSTITUTIONS  SARs OTHER REPORTING BRANCHES SARs
Alabama 4 | Alabama 5
Arkansas 1 | Arkansas 2
Arizona 1 | Arizona 8
California 45 | California 60
Colorado 8 | Colorado 15
Connecticut 5 | Connecticut 7
Delaware 2 | District of Columbia 3
Florida 10 | Delaware 2
Georgia 2 | Florida 33
lowa 6 | Georgia 19
Illinois 3 | Hawaii 4
Kentucky 1] lowa 5
Massachusetts 9 | lllinois 12
Maryland 6 | Indiana 3
Maine 1 | Kentucky 2
Michigan 29 | Louisiana 1
Minnesota 12 | Massachusetts 10
Missouri 15 | Maryland 11
North Carolina 14 | Maine 1
Nebraska 20 | Michigan 8
New Jersey 43 | Minnesota 7
New York 228 | Missouri 12
Ohio 1 | North Carolina 14
Pennsylvania 14 | Nebraska 17
South Carolina 1 | New Hampshire 2
[Tennessee 1 | New Jersey 24
Texas 5 | New Mexico 1
\Vermont 1 | Nevada 6
\Washington 57 | New York 131
\Wisconsin 9 | Ohio 3
Puerto Rico 2 | Oklahoma 1

Oregon 1

Pennsylvania 20

Rhode Island 1

South Carolina 1

Tennessee 7

Texas 22

Utah 1

Virginia 4

Washington 60

Wisconsin 6

West Virginia 1

Puerto Rico 2
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Subject Information

Most SAR-SFs (320 or 57.7%) did not specify an occupation for the subject. The
occupations listed on the SAR-SFs are grouped into categoriesin the table below.
(Note: Since some SARSs have multiple subjects, the total will exceed 555.)

Percentage of Total
OCCUPATION SARs | T aamie
Unknown / Unemployed / None Listed 320 57.7%
Business 59 10.6%
Professional 35 6.3%
Investment 32 5.8%
Administrator 22 4.0%
Retired 16 2.9%
Mortgage / Finance / Pawn 15 2.7%
Self-Employed 13 2.3%
Property 13 2.3%
Homemaker 13 2.3%
Service Workers 12 2.2%
Banking 10 1.8%
Health 9 1.6%
Administrative / Clerical / Customer Service 7 1.3%
Information Technology 5 0.9%
Student 4 0.7%
Art / Music / Athletics 3 0.5%
Farming / Ranching 2 0.4%
Non-Profit 1 0.2%

Online and/or Internet Banking

Recently, FinCEN conducted a study of SARsrelated to Internet and/or online
banking. These SARs often used the terms, “online” and “Internet” interchange-
ably. For example, abank may state that a customer conducted transactions via
Internet banking, rather than specifying that the customer transacted through the
bank’s online facilities.

A search of the Suspicious Activity Reports Query System resulted in 776 *hits.”
The research was conducted for the period April 1, 1996 through April 18, 2003.
As evidenced from the chart below, the volume of SAR filings that discussed
online or Internet banking increased considerably. One reason for the increase
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may be the addition of “Computer Intrusion” as a specific violation type, which
was incorporated into the depository institution SAR Form (TD F 90-22.47) in
June 2000.

300+ =

250+

200+

150+

100+

|slsisis
0 D.q.ﬁ—l-

1996 1997 1998 1999 2000 2001 2002 2003*
* Through 3/18/03

Statistical Overview

A total of 291 separate financial institutions, including six foreign banks licensed
to conduct businessin the United States, filed the above-mentioned 776 SARSs.
The SARswerefiled in 47 states,'” the District of Columbiaand Puerto Rico. The
five states with the most filings were: California (145 or 18.7%), Texas (80 or
10.3%), New York (55 or 7.1%), Florida (52 or 6.7%), and Ohio (30 or 3.9%).
Those five states filed 362 or 46.6% of the SARsin this study.

The 776 SARsidentified 983 violations.’® The most frequently cited violationswere:

Other — 198 SARs or 20.1%

Check Fraud — 190 SARs or 19.3%

Computer Intrusion — 160 SARs or 16.3%
BSA/Structuring/Money Laundering — 145 SARs or
14.8%

5. Counterfeit Check — 78 SARs or 7.9%

AW PE

Violation amounts ranged up to $82.3 million. Twenty-two SARs exceeded
$1 million.

7 SARs were not filed in Mississippi, Rhode Island and Wyoming.
18 SARs may cite no violation, one violation or multiple violations.




SARs filed by or about Internet Banks

Four Internet banksfiled 17 SARs. At first glance, this may seem like arelatively
small number of banks aswell as SARsfiled. However, approximately 40 Internet
banks operate in the United States, as opposed to 20,000+ brick-and-mortar banks and
credit unions currently conducting business across the country. Before the rapid rise
and fall of the dot-coms, there were approximately 60 Internet banks.

Financial institutions across the United States detected that many transactions were
conducted through Internet banks. Sixty-eight SARs mentioned this type of activity.
The common types of violations reported in SARs referencing Internet banks were:

Check Fraud
Counterfeit Check

BSA/Structuring/Money Laundering
| dentity Theft

Credit Card Fraud

Other: Unauthorized ACH Debits
Check Kiting

Internet Service Providers (ISP)

Internet Service Providers (ISPs) for banks offer their clients valuable services. 1SPs
can maintain a close watch on the websites they provide to banks, detecting intruders
who are trying to deface, tamper with, or hack into their operating systems. Inthis
study, 122 separate bank branchesin 31 states filed 126 SARs as aresult of informa-
tion received from their ISPs. The banks responsible for filing those SARs appeared
to be small to mid-sized community or county banks.

Trends and Patterns

The mostly commonly reported violations consisted of many different scenarios.
The following isasynopsis of that reported activity.
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Violation Category Number Percentage of
of SARs SARs
Reviewed
Check Fraud and Counterfeit Checks 112 14.4%
BSA/Structuring/Money Laundering 100 12.8%
Identity Theft 80 10.3%
Computer Intrusion or Hacking 46 5.9%
Wire Transfer Fraud 35 4.5%
Defalcation/Embezzlement and Misuse of Position or 32 4.2%
elf-dealing
Forgeries 25 3.2%
Check Kiting 19 2.4%
Schemes or Scams 12 1.5%

The vast majority (90%) of SARs reporting check fraud or counterfeit checks
involved accounts opened through a bank’s Internet website using identities of

real persons. Small opening deposits, usually around $100 and consisting of cash,
money orders or third-party checks, were conducted in person or mailed to the
bank. Shortly thereafter, worthless or counterfeit checks were deposited into the
accounts. Some characteristics of those checks included alteration to the payee
line; checks chemically washed or otherwise altered; and computer generated
counterfeit checks. Before the fraudulent items were detected and returned, ATM/
debit card withdrawals, point-of-sale transactions, or the transfer of funds viathe
Internet to another account at a different bank, depleted the deposited funds.

One bank headquartered on the West Coast filed 68% of the 100 BSA/Structuring/
Money Laundering SARs. Almost all of those SARS reported structuring of cash
deposits and withdrawals. The remaining 32% of the BSA/Structuring/Money
Laundering SARs also reported primarily structured cash deposits. Frequent,
sometimes more than one a day, cash deposits were made to an account followed
by online transfers from the receiving account to another account (i.e., moving
funds electronically from a checking account to a money market account or from a
savings account to a business account). One SAR revealed cash deposits, fol-
lowed by preauthorized online withdrawals by an international money transmitter.
Additionally, five SARs filers reported customers attempting to open accounts for
the sole purpose of obtaining online banking capabilities.

SARs citing identity theft reported the use of individuals personal information
(i.e., socia security numbers, personal identification numbers) to access and steal
funds in existing bank accounts through on-line transactions, change mailing
addresses, order checks on-line, open new depository accounts, or obtain fraudu-
lent loans or credit and debit cards through financial institutions' Internet
websites. Frequently, reported activity involved suspects who gained access to
victims' accounts to establish online bill payment services. Once activated, the
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suspects were able to authorize payments from the victims' accountsto the sus-
pects’ creditors.

Financial institutions reported computer intrusion or hacking attempts perpetrated
randomly upon accounts or institution websites, possibly to access customer
accounts or information. Often, suspects made numerous attempts within a short
time period to penetrate the institutions' firewalls. One SAR reported that 126
accounts were compromised during such an intrusion. On two occasions, hackers
defaced bank websites with obscenities or anti-American sentiments.

Real Estate Industry — Sales & Management

Thisinformation is presented to provide financial institutions with trends and
patterns of suspicious activity relating to sales and management in the real estate
industry.’® In an effort to identify areas of potential concern, two preliminary
analytical studies were performed in the last 18 months. The results of these
studies will further a continuing dialogue with, and study of, the industry’s poten-
tial money laundering vulnerabilities.

During the fall 2002, FinCEN completed a study of the trends and patterns ob-
served in SAR filings related to the real estate industry, specifically related to the
sale and/or management of real estate. The review period for that study encom-
passed the period of January 2001 to August 2002. Recently, an update to the
study covering the period of September 2002 to March 2003 was completed to
identify any significant changesin reporting of suspicious activity since the
origina was conducted. The following provides a comparative analysis of the two
studies.

The number of records retrieved for the period January 1, 2001 through March 31,
2003 demonstrated a steady increase in the number of SARs filed on persons or
businesses identified as having occupations involving the sale and/or management

¥1n April 2003, FinCEN issued an Advance Notice of Proposed Rulemaking to solicit public
comments on awide range of questions pertaining to the requirements of Section 352 of the
USA PATRIOT Act that financial institutions establish anti-money laundering programs, as the
BSA definesa“financial institution” to include “personsinvolved in real estate closings and
settlements.” The solicitation of public commentsincluded how to define “personsinvolved in
real estate closings and settlements,” the money laundering risks posed by such persons, and
whether any such persons should be exempted from any requirement that might be imposed.
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of real estate. Financial institutions filed 43% more such SARs in 2002 than were
filed in 2001.

In thefirst study, a search of the SAR dataretrieved atotal of 1,554 unique SAR
records for the period January 1, 2001 to August 31, 2002. (In the twelve-month
period for 2001, 850 SARs were filed; during the eight months in 2002 from
January through August, 704 SARs were submitted.) A steady increase was noted
in the number of filings beginning with the third quarter of 2001. Thisincrease
indicated an increasing pattern of identification of suspicious activities by persons
listed as having real estate related occupations. Thistrend continued in the fourth
quarter 2002 through the end of the first quarter 2003. During this latter period, a
total of 1,224 unique SAR records were identified.

Satistical Information (September 1, 2002 to
March 31, 2003)

The following chart relates the types of violations, total numbers and percentages
of SARsreported by financia institutions:

Violation Type Number Percentage of
of SARs | Total SARs Reviewed
A — BSA/Structuring/Money Laundering 888 67.0%
S — Other 105 7.9%
P — Mortgage Loan Fraud 99 7.5%
C — Check Fraud 58 4.4%
D — Check Kiting 54 4.1%
N — False Statement 36 2.7%
E — Commercial Loan Fraud 27 2.0%
H — Counterfeit Check 13 1.0%

Violation amounts ranged from $0 to $150 million.”® Seventy-two SARs reported
amounts of $1 million or more.

2An MSB in alarge metropolitan areain the Midwest filed the $150 million SAR. No narrative
was included in the SAR; thus, the suspicious activity that prompted this SAR is unknown.




During the research period, 374 financial institutionsin 44 states,* Puerto Rico
and the Virgin Islands filed SARs related to real estate sales or management.
Nineteen of the 374 institutions were foreign corporations licensed to conduct
business in the United States. Approximately 60% of the SARs were filed in four
states: California (32%); New York (14%); Texas (7%) and Florida (7%). These
findings were consistent with the pattern of geographic filingsin the initial study.

The following table identifies the types of institutions and volume of SARs
submitted.

Type of Financial Institution Total Number of SARs Filed
Full Service Banks* 328
Credit Unions 14
Investment and securities companies 13
Financial advisors 4
Money services businesses 4
Mortgage banks 4
Holding companies 3
Travel agencies 1
Insurance companies 1
Credit card banks 1
Internet banks 1
Total Financial Institutions 374

Highlighted Violations Types

The narratives of arandom sample of 580 SARs (approximately 47% of the total

retrieved SARs) were reviewed for this updated study. The Financial Action Task

Force (FATF) recently included real estate in the list of operations that require
financial oversight. That, coupled with arecent trend to reduce restrictions on
foreign investments, and a corresponding increase in foreign investmentsin real
estate, focused attention on reports that described funds either coming into or
going out of the United States.

ZNo financial institutions from the states of Maine, North Dakota, South Dakota, Rhode Island,
Vermont, Wyoming or the District of Columbiafiled SARs for the search criteria specified in
this study.

ZFyll service banks are defined as banks offering a full range of financial services, i.e.,
checking accounts, savings accounts, and commercial and private loans.
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Terrorism

One SAR narrative described activities that were suspected of being terrorist-
related. A bank filed areport on a customer who gave his occupation as red
estate investor. The customer received funds from an airline company previously
sanctioned by OFAC for conducting atransaction with a Specially Designated
National (SDN). The customer, in turn, wired funds to South Americaand to
another domestic bank. Additional research concerning the details of the
domestic wire transfer revealed an additional SAR regarding the receiver of the
funds. In thissecond SAR, the suspect—the same individual that received the
funds described in the first SAR—was receiving suspicious transfers from the
Middle East and Canada.

Cash Sructuring

Transaction structuring was described in 329 (57% of the sample) of the 580
sampled SARs; seven described foreign fund transfers. The reportsin this cat-
egory described customers suspected of structuring transactions to avoid having a
CTRfiled. Thirty-two of the sampled SARs noted that the customer changed the
transaction when informed of the CTR requirement. Eleven of the sampled
narratives described structuring in wire transfers. The transactions were specifi-
cally described as*cash” in 184 (56%) of the sampled SARsin this category. All
other reports identified the transactions as “ checks,” “wire transfers,” “money
orders,” or “traveler’s checks.”

BSA/Sructuring/Money Laundering

The narrative described activity as“suspicious’ in 111 (19%) of the 580 sampled
reports. The narratives did not describe “Money Laundering” or “ Structuring,”
but stated that the filer believed some type of illegal activity could be involved.
SARs specifically describing structuring and money laundering were broken out
of this category for a more in-depth study, which will appear later in this section.
Thefilers reported eight of the suspicious activities directly to law enforcement.

Fraud

Fraud was cited in 68 (12%) of the SARs sampled. Types of fraudulent activity
were: Loan Fraud (54), Identity Fraud (6), Flipping (4),2 Advanced Fee Fraud
(2), and Securities Fraud (2).

ZFlipping isthe buying and selling of the same property within a short period of time with the
intention of making a quick profit. Thisactivity is often coupled with loan and other forms of
fraud.




There was no mention of money transferred into or out of the country for this
category. The reporting financial institutions contacted law enforcement agencies
directly about 12 (2%) of those incidents.

Check Fraud/Check Kiting

Check Fraud was cited in 34 (6%) SARs; Check Kiting was cited in 25 (4%)
SARs of the 580 narratives sampled. Reporting institutions notified law
enforcement of about 12 (20%) of the suspicious incidents.

Money Laundering

Money Laundering was cited in 12 (2%) sampled SAR narratives. Filersreported
one of those incidents directly to law enforcement. Two of the reportsinvolved
foreign money transfers.

Summary

The trends and patterns revealed in the initial report continued in the update
period. The same four statesidentified in theinitial report as having the majority
of the suspicious activity (California, New York, Florida, and Texas) were
identified in the update period as the locations having the most activity. The same
types of financial institutions filed the reports for both periods.

The most common classification type was BSA/Structuring/Money Laundering.
Filers classified 445 (76%) of the sampled SARs as this type of suspicious activity.
Transaction structuring, the most frequently described activity, appeared in 329 (or
57%) of the 580 sampled reports. Structuring transactions to avoid BSA reporting
and recordkeeping requirements is prohibited under 31 U.S.C. 5324 and is often
an indication of further illegal activity.

The narratives described the suspicious transaction as “ cash” in 219 (or 38%) of
the total sampled reports. With the exception of real estate rentals (which
comprised only 6% of the occupations in the sampled reports), real estate is not
largely considered to be a cash industry. Large cash paymentsin anon-cash
business could be an indication of money laundering activity.

Thirty-six SARs (or 6% of the sampled reports) described funds either entering or
leaving the United States. Following is the geographic breakdown of the locations
from which money was transferred into or out of the United States.?*

%Three SARs described accounts with money transfers both into and out of the United States.
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Section 3 - Law Enforcement Cases

his section of The SAR Activity Review provides law enforcement agencies

with the opportunity to summarize investigative activity in which SARs and
other BSA information played an important role in a successful investigation and/
or prosecution of criminal activity. Each issue of The SAR Activity Review in-
cludes new examples based on information received from law enforcement. Other
law enforcement cases will be posted shortly on the FInNCEN website,
www.fincen.gov in the Regulatory/SAR Information section of the website. In
thisissue of The SAR Activity Review, we are featuring a special update on the
results of FinCEN’s new system implemented under Section 314(a) of the USA
PATRIOT Act.

USA PATRIOT Act Section 314(a) System

Under Section 314(a) of the USA PATRIOT Act, FinCEN issued arule which
established a system to enable law enforcement officials, who were investigating
terrorist financing cases as well as major money laundering cases, to relay targets
of investigation to thousands of financial institutions for real time responses.
Following a brief moratorium from November 2002 to January 2003, which
suspended all Section 314(a) activity, the System resumed operation in February
2003. From February through October 20, 2003, FinCEN submitted 167 Section
314(a) requeststo financial institutions on behalf of 11 individual Federal law
enforcement agencies. The agencies only submitted 314(a) requestsin the con-
duct of the following significant criminal investigations—Terrorism (60) and
Money Laundering (107).

The 167 cases submitted included 962 subjects of interest. Through October 20,
2003, 6,397 positive responses were received from financia institutions, which
were forwarded to the law enforcement requesters by FinCEN. A total of 2,136
related to terrorism cases and 4,261 related to money laundering cases. Of the
6,987 total responses received from financial institutions, 338 were inconclusive.

Law enforcement requesters were asked to provide information about the utiliza-
tion of the financial information received from the first quarter 314(a) requests.
About 60% of the requesters responded with the following results as of September
2003:

e 586 new accounts located;
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24 new transactions identified;

216 Grand Jury Subpoenas served;

11 Search Warrants executed,

6 National Security L ettersissued,

16 Administrative Subpoenas/Summons issued; and
2 individuals arrested.

Law Enforcement Feedback

Following the moratorium, the feedback from law enforcement 314(a) requesters
has been overwhelmingly positive. An ICE? Officer wrote, “314(a) information
provided by the FI was pivotal to theinvestigation.” An RS Special Agent said,
“314(a) information helped the case tremendously. Accounts not previously
known were identified and points of contact at the bank were established.” An-
other IRSAgent said, “314(a) processis great and valuable. The information
request identified domestic account activity previously unknown.” The agent said
he would definitely use the process again. An FBI agent said, “I think the system
isfantastic. Inall my government years, | realy haven't seen a system work this
efficiently. |1 was ableto identify over 40 accounts for my subject. | don’t think |
would have been able to identify some of these accounts without this
mechanism.”

Investigations Assisted by SARs

Numerous SARs and CTRs Aid in Hawala Investigation

In March 2002, the FBI opened an investigation into the activities of a hawala
dealer in the western United States. Limited initial information received from a
citizen complaint prompted a query of the BSA database. The query yielded 30
SARs and 13 CTRs, which were instrumental in identifying numerous bank
accounts used by the hawala. Over afive-year period, the subjects, al Iraqi
immigrants, wired in excess of $4 million from a U.S. bank to accountsin
Amman, Jordan. From there, most of the money wasillegally smuggled into Irag
inviolation of the Iragi SanctionsAct. Other funds were sent to Syria, Saudi

% Bureau of Immigration and Customs Enforcement




Arabia, Iran, UAE, Chile, Ukraine, and Denmark. Over 535 customers were
identified in multiple states from Californiato New York. Subjects were deposit-
ing cash and checks into their U.S. bank accounts issued from banks and individu-
alslocated in several midwestern and western states. Prior to the implementation
of the USA PATRIOT Act in 2001, one subject independently wired over $1.8
million to a subject in Jordan.

The main operator of the hawalawas indicted in October 2002 on one count of
Title 18 USC §1960. Three search warrants were executed that same month on
the main subject’s residences. In addition, four bank account seizure warrants
were served covering seven bank accounts, resulting in over $19,000 in seized
funds. In January 2003, this subject pled guilty to operating an illegal money
transmitting business. He was sentenced in March to four monthsin prison and a
$10,000 fine. Charges against additional subjects are anticipated. (Source: FBI)

SAR Leads to Conviction of Iraqi Money Launderer

In September 2003, an Iragi national was sentenced in federal court after pleading
guilty in June 2003 to one count of 18 USC 1956 (h): conspiracy to launder
money with the underlying offense of 18 USC 1957 (engaging in monetary trans-
actionsin property derived from a Specified Unlawful Activity [SUA]) in connec-
tion with a prior arrest in December 2002.

Thisinvestigation was initiated when a Corporate Security officer at a major
domestic financia institution advised an | CE® office that the defendant was
transferring fundsto Irag via Jordan and the United Arab Emirates (UAE) in
violation of the Iragi SanctionsAct, IEEPA, etc. SARswerefiled prior to, and
after receiving thisinformation.

The investigation revealed that in 1996, the main target of thisinvestigation
initiated his money laundering operations in conjunction with his brother-in-law
in Baghdad, to facilitate the worldwide purchase of various commodities. In
1998, the subject began operating as a money transfer business, which utilized
over 30 domestic agents throughout the United States and collected in excess of
$28 million over a 20-month period from Iragi nationals and other individuals of
Middle Eastern descent. Analysis of records recovered from various warrants
showed that $12 million went directly into Irag. Thetarget utilized these funds to

%In March 2003, the U.S. Customs Service, among other agencies, moved into the new Depart-
ment of Homeland Security and became part of the Bureau of Immigration and Customs
Enforcement (ICE). Some cases appearing in Section 3 were investigated and adjudicated prior
to thistransition while this agency was known asthe U. S. Customs Service (Customs).
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purchase commaodities from businesses worldwide that were then illegally trans-
shipped through various trading companiesin the UAE and Jordan into Irag in
violation of international sanctions. (Source: ICE)

SAR Reports Structuring by Unlicensed MSB

| CE agents and analysts in a state in the Southwest developed information from a
SAR that an out-of -state business was structuring deposits of large sums of cash
and was operating as an unlicensed MSB. During atwo-month period, this

busi ness made outgoing wire transfers totaling approximately $1.2 million to
Pakistan, India, and Bangladesh. Asaresult, a state seizure warrant was executed
on the bank accounts of this business and agents seized $346,700.58. The busi-
ness eventually forfeited approximately 75% of the seized proceedsto the state.
(Source: ICE)

SAR Identifies Suspects Involved in a Nigerian Advance
Fee Scam

Two suspects, a husband and wife, had been corresponding with individualsin
Nigeriafor several months concerning atransfer of $30 million from Nigeriato
their bank account. The suspects, skeptical of the promises made by the foreign
philanthropist, performed their own investigation viathe Internet. They visited
the USSS website which discusses Advance Fee Scams and warns the public not
to get involved with solicitors of such schemes.

The couple confronted their Nigerian solicitor about what they had learned. The
solicitor assured them that no risk was involved. In fact, he had an investor that
would “loan” the couple the “advance fees’ that normally accompany the transac-
tion. At that time, the couple was willing to continue with this scam aslong as
they would not suffer financially. The solicitor forwarded an altered check for
$185,000 to the couple who deposited the check into their bank account. They
immediately wired the majority of the funds to the solicitor, while keeping
$10,000 for themselves. During a post arrest interview, the couple, both whom
had criminal histories of fraud, admitted that they were very suspicious during this
incident but were not worried since they did not risk any of their own money.
They kept the $10,000 in case this was a scam so they would at |east get some-
thing for their troubles. The check was eventually returned as an atered item and
the bank of deposit took afinancial loss. While depositing the check into their
bank account, which had an average monthly balance of $400, the couple lied to
the bank teller, stating that the check was proceeds of afamily inheritance. The
bank filed a SAR related to their $10,000 loss. During a subsequent search of the




couple’s residence, agents with the USSS seized 20 guns (illegally possessed by
the convicted felons) and $10,000 in cash. The suspects were arrested, tried, and
convicted of violations of the state’s Penal Code for burglary and grand theft and
received three yearsin prison. (Source: USSS

SARs Result in Sentencing of Family Members in Bankruptcy
Fraud Case

Three family members pled guilty to charges including bankruptcy fraud, structur-
ing, providing false statements, and mail fraud for their involvement in a bank-
ruptcy fraud scheme that included structuring transactions and concealing funds
from credit card companies and financial institutions, funds which the main target
had obtained as credit card advances and home equity loans. During a bankruptcy
proceeding, the primary subject concealed the fact that the funds had not been
spent, but had been placed in various accounts under the targets’ control. The
investigation was initiated from the filing of numerous SARSs by afinancial insti-
tution over an extended time period, which drew notice of the IRS. The SARs
stated that the subjects were making numerous currency deposits in amounts of
$9,900 at multiple locations of the financial institution on the same day. Based on
the information developed from the SARS, search and seizure warrants were
obtained during the course of the investigation.

Criminal information filed with the court to support the guilty pleas relayed that
the subject filed a petition under Chapter 7 of Title 11, in which the subject
claimed an indebtedness of approximately $390,000 owed to credit card compa-
nies and financial institutions. However, as mentioned previoudly, the primary
subject concealed the fact that the funds had not been spent but rather were placed
in various accounts under the targets' control. After the primary subject was
discharged from bankruptcy, she structured funds from various bank and broker-
age accounts for the purpose of bringing back to her ownership, funds which she
had previously placed elsewhere in the names of others as away of avoiding her
creditorsin her persona bankruptcy. During the conduct of this activity, the target
structured approximately $184,300 in an attempt to avoid CTR filings.

Analysis of bank records subpoenaed during the course of the investigation re-
vealed that the primary subject had rented a safe deposit box, which was con-
trolled by all three defendants. On the application, she listed the other two defen-
dants as co-renters for that box. The safe deposit box’s access records indicated
that the primary subject had accessed her safe deposit box on numerous occasions
on the same day, or within days of making cash withdrawals from one of her bank
accounts.
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According to court recordsfiled, as the primary target was involved in the struc-
turing of deposits, the other subjects applied for and were granted federal financial
aid to attend medical school. The two subjects listed minimal or no cash of their
own on their financial aid applications. In addition, the applications claimed that
their parents had minimal cash in their accounts and had no earned income.
However, bank records reveal ed that brokerage accounts controlled by all three
defendants, including one parent, carried balances exceeding $200,000. These
individuals received approximately $29,800 of federal money in student loans.

At thetime of their guilty plea, the court ordered the defendants to forfeit the
following assets: a 1997 Mercedes Benz E420; three bank accounts containing
approximately $145,133; a safe deposit box containing $174,000 in cash; and two
brokerage accounts valued at approximately $31,800. Subsequently, the primary
subject was sentenced to serve 15 monthsin prison, followed by 36 months of
probation. The other two defendants were sentenced to 36 months probation. In
addition, these individuals had their respective educationa grants withdrawn (due
to the false loan applications) and must pay restitution on the amounts received.
Asaresult of their felony convictions, the two were dropped from their respective
medical programs.

Agencies participating in this investigation include the IRS-Criminal
Investigation, FBI and The Department of Education Inspector General. (Source:
IRS-Criminal Investigation)

SARs Assist in Bankruptcy Bust-Out Scheme Investigation

SARs helped identify additional aliases, associates, and businesses of an
individual that acted as a credit card ‘ bust-out’ recruiter. Asarecruiter, the subject
assisted other individuals (usually from the same ethnic group and experiencing
financial or personal difficulties) in escaping their fiscal problems. The subject
convinced hisrecruits that he had contacts with credit card companies, that these
contacts had the ability to work through their financial problems, and that there
was an opportunity to earn extra cash in the process. To accomplish this, the
subject usually had arecruit provide many of his’her personal identifiersto him,
including social security number and date of birth. Sometimes, the recruit was
directed to provide any of his existing credit cardsto the subject. Subsequently,
the subject and recruit reached an agreement, usually splitting the proceeds from
the recruit’s credit card chargesin some manner. The charges were typically for
merchandise, cash advances, and airline tickets. The subject assisted the recruit in
applying for more credit cards, many times using false personal information to
obtain these cards.




All credit cards were issued in the recruit’s name, although the subject made most
of the charges. In order to increase their credit limits, the recruit paid off the
credit cards with bad checks, resulting in immediate credit being extended for the
accounts. Then, the recruit used the same credit cards, charging up to their limits
for asecond time. By the time the bad checks were returned, the recruit usually
had charged double the limit for each credit card.

This activity continued for two to three billing cycles before the credit card com-
panies froze the accounts and began the collection process. When the recruit’s
debts piled up, the subject advised the recruit to file for bankruptcy and any
outstanding debts to creditors were then discharged.

To date, the subject is believed responsible for over $6 million in bankruptcy
filings by hisrecruits athough the subject apparently never personally filed for
bankruptcy. Theinvestigation continues into the bank fraud (mainly check kiting)
committed by the subject. SAR data has been useful in documenting the volume
of fraud committed solely by the subject. The total anount is believed to bein the
millions of dollars, with a substantial portion of the proceeds possibly wired out

of the country. (Source: FBI)

SARs Connect Multiple Subjects to Large
Scale Investment Scam

In April 2002, predicated by numerous SAR filings by two large banks, the FBI
initiated an investigation into an investment scam. The SARswere filed on
numerous persona and business accounts with no obvious relationships to one
another. Bank personnel eventually linked all accounts through the identification
of common depositors and/or individuals making withdrawals. For example, in a
single month, one account received between $200,000 and $600,000 in wire
deposits, money orders, and checks. The funds were then withdrawn daily in cash
or used to send wire transfers. Additional funds were used for purchases of
money orders and money grams, and to send other Fed wires. Over atwo-year
period, between $10-20 million moved through the account. The source of the
funds was allegedly from a fraudulent insurance bond investment scheme involv-
ing dozens of subjects. Many of the victims were financially ruined, losing their
homes and businesses.

In early 2003, 22 search warrants were executed in three states. To date, eight
criminal complaints and eight indictments have been filed resulting in seven
arrests and one notice to appear. 1n addition, this case has generated asset seizures
of $2.4 million in currency and bank accounts thus far. Additional arrests, indict-
ments and seizures are anticipated. (Source: FBI)
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SAR Suspect Convicted of Forging U.S. Treasury Checks

A bank filed a SAR reporting the deposit of U.S. Treasury checks to an account
held by a deceased customer (aretired government employee) receiving monthly
retirement benefits. The bank determined that its customer died in 1998. For two
and one half years following the customer’s death, her daughter forged her de-
ceased mother’s signature on the U.S. Treasury checks, deposited the funds into
the account, and lived off the proceeds which totaled approximately $100,000. As
aresult of the SAR, the USSS initiated an investigation, which resulted in the
arrest and subsequent conviction of the suspect for violation of 18 USC 510,
Forging U.S. Treasury Checks. Shereceived five years of federal probation and
was ordered to pay restitution to the U.S. Treasury Department. (Source: USSS)

SARs Identify Money Laundering of Proceeds firom the Sale
of Mavrijuana

Four individualsinvolved in the distribution and sale of marijuana were sentenced
to prison terms ranging 12 to 21 months followed by up to 36 months probation.
These sentences resulted from guilty pleas by the targets on one count each of
money laundering for the manner in which they handled between $350,000 and
$600,000 in funds traceabl e to marijuana trafficking. According to court papers
filed, two of the defendants structured cash derived from the sale of marijuana
into various accounts and then transferred the funds by check, wire transfer, or
cash to the other two targets, operators of a concert promotion and nightclub
business. These individuals subsequently used this business as away to launder
the money from the marijuana distribution business, disguising the money as
legitimate business receipts and mixing it with proceeds from promotions and
concerts.

Thisinvestigation was initiated from the analysis of two SARsfiled by two
separate financial institutions, regarding the deposits of cash to the target’s bank
accounts. Many of the deposits were for amounts under $10,000 and structured to
avoid the currency reporting requirements. The structured transactions were
conducted by depositing cash on consecutive days, making several deposits on the
same day, and spreading the deposits among bank accounts at different institu-
tions.

Agencies participating in this investigation include the IRS-Criminal Investiga-
tion, the FBI and alocal police department. (Source: IRS-Criminal Investigation)




State and Local Law Enforcement
Use of SAR Data

The following cases obtained through the FinCEN Gateway Program?’ illustrate
state and local governments' use of SAR data.

State & Federal Agencies Seize $8.9 Million—Brought
Together By Gateway Alert Match Program

The Pennsylvania (Pa.) Office of Attorney General’s Asset Forfeiture and Money
Laundering Section conducted pro-active targeting research on SARs that initi-
ated aPa. State Grand Jury Money Laundering investigation on two suspects.

FinCEN’s Gateway Program was utilized by the Pa. Attorney General’s Office,
Bureau of Narcotics Investigation to conduct research in the Currency and Bank-
ing Retrieval System (CBRS) for additional BSA reportsrelated to the two sus-
pects. Those reportsincluded 147 CTRs, 11 Currency Transaction Reports by
Casinos (CTRCs), six Report of Foreign Bank and Financial Accounts (FBARS),
four Report of International Transportation of Currency or Monetary Instruments
(CMIRs), and seven SARs. Theinvestigator stated they had the suspicious
activity, but had no specified unlawful activity.

Subsequently, as aresult of the Gateway Alert Program, a case match with the
Immigration and Naturalization Service (INS), Philadel phia Office, was found.
These two investigations eventually became one with federal prosecution. The
PA Attorney General’s Office performed the money laundering investigation, and
the INS performed the specified unlawful activity investigation, which was
Harboring, Transporting, Encouraging lllegal Aliensto Residein the United
States. Thisactivity wasin violation of Title 8, USC, Section 1324 and 1324(a).
The subjects were also charged under Title 8, USC, Section 1324 a, Unlawful
Employment of Aliens, and Title 18 USC, Section 1961 (1), Racketeering Activ-
ity, sub-section (F) any act which isindictable under the Immigration and Nation-
ality Act, Section 274 (relating to bringing in and harboring certain aliens.)

2"The Gateway Program enables federal, state, and local law enforcement agenciesto have direct,

on-line access to records filed under the BSA.
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The first phase of the investigation culminated on April 10, 2002 with the execu-
tion of ten search warrantsin five states, and court orders freezing 36 bank ac-
counts, and lis pendens placed on two pieces of real estate. The liquid assets
amounted to $3.9 million, and the real estate amounted to $4.8 million. The total
amount of assets seized is $8.7 million to date. Thiscaseis presently ongoing.
(Source: Pennsylvania Attorney General’s Office)

BSA Filings Identify Financial Scams Bilking Investors out
of $2.2 Million

In May 2003, two individuals pled guilty to first-degree money laundering
charges. One defendant was sentenced to 12 years incarceration, and ordered to
pay $500,000 to the Anti-Money Laundering Profiteering Fund. The second
defendant was sentenced to 18 years incarceration. A month earlier, in a separate
jurisdiction, athird defendant pled guilty to money laundering charges and was
sentenced two years supervised probation.

Othersinvolved in this scam of bilking investors were charged in a second finan-
cial scheme exceeding $1.6 million. The primary suspect and a second individual
are awaiting sentencing on conspiracy, which occurred between May 1999 and
July 2000. During that time, the primary suspect allegedly assumed afalse iden-
tity to cash forged checks from a major futures trading association, payable to the
fictitious person and totaling more than $1.6 million. Also, the same suspect
allegedly cashed investors' checks totaling more than $150,000, payable to the
suspect’s business. The checks were negotiated at a check cashing service with
officesin two counties.

The two men alegedly told investors that their money would be invested in the
primary suspect’s business, purported as an e-commerce and information service
company. The men also allegedly tried to cash aforged check at a check cashing
service. The check was issued from a car dealership, payable to the suspect’s
business, for $50,000.

The New Jersey Division of Criminal Justice (NJDCJ) conducted areview of the
CBRS database, the repository for BSA reports, relating to all subjects and their
businesses. The review was accomplished through the use of FinCEN'’s Gateway
Program. Forty-nine CTRs, two CTR-Cs, one FBAR, and two SARs were
located. The subsequent investigation wasinitiated after the pro-active search and
discovery of recordsin CBRS. The search identified the subjects and the check
cashing servicesthey used. Copies of the cashed checks, payable to various west
coast-based medical |abs, were obtained from the check cashers. Those checks
amounted to approximately $10 million. Those checks were associated with the




first scam initiated by the subjects through their business. The FBAR identified
one of the business’ bank accountsin the Far East. The two SARs were useful,
since one described numerous structured deposits, and the other identified the

person who cashed 14 stolen checks. (Source: New Jersey Division of Criminal
Justice)
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Section 4 - Tips on SAR Form

Preparation & Filing

How to Improve the Quality of
SAR Reporting

verall, financial institutions continue to do an excellent job of reporting

Spicious activity, but improvements can be made. Asreported in Issue 5 of
The SAR Activity Review - Trends, Tips and Issues, law enforcement and regula-
tory agencies (the primary users of SAR data) continue to report to FinCEN that
SARs are filed with missing and incomplete data. L ess than 2/100ths of one
percent of SARsfiled since 1996 had no suspect identification, no activity charac-
terized, and no sufficient narrative to explain what activity was being reported.
This situation most often occurs when filers check the activity characterization
box marked “Other” but fail to specify the suspicious activity on the line pro-
vided. The problem is compounded when filers enter the phrase “ see attached” in
the “Narrative” section of the form and attach items such as spreadsheets or
computer printouts as documentation. When SAR forms are received at the IRS
Detroit Computing Center (DCC), only information in an explicit, narrative
format is keypunched; thus, tables and other numeric data contained in spread-
sheets are not included in the narrative. SARs that do not specify the suspicious
activity being reported or fail to provide an explanation asto what led the institu-
tion to become suspicious are of minimal value to law enforcement or regulators.
Please do not include any supporting documentation with your filed report; keep
the information in your recordsfor five years. Law enforcement will contact you
at the appropriate time to review the information.

The value of the “Narrative” section of the report to law enforcement cannot be
stressed enough. The care with which it is written may make the differencein
whether or not the described conduct and possible criminal nature are clearly
understood by law enforcement and regulators. Financial institutions must review
and follow the instructions found in the “ Suspicious Activity Information Expla-
nation/Description” section of the SAR form. In addition, always select and
mark the appropriate box(es) in the “ summary characterization of suspicious
activity” section.
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During the year from July 1, 2002 to June 30, 2003, financial institutions (as
defined by 31 CFR 103) filed approximately 300,000 SARs. The following issues
wereidentified:

e Four percent were filed without a suspect name.

e Eight percent did not list an address for the suspect.

e Twenty-three percent did not provide the suspect’s social security
number.

e Four percent did not provide any indication of what suspicious
activity occurred.

e Six percent did not complete the narrative.

There are valid reasons why some of this data could be missing. FinCEN requests
that you review your SAR reporting program and make enhancementsiif required.
If the data (name, address, or SSN) is not available or is unknown, please indicate
“not available” or “unknown” in the data box requesting the information. Thisis
an excellent opportunity for your back office reviewersto improve your SAR
reporting program.

FinCEN, in consultation with the federal regulators, is producing a guidance pack-
age consisting of three parts: areport entitled, “ Guidance on Preparing a Compl ete
and Sufficient SuspiciousActivity Report Narrative” and two power point presenta-
tions, “ The SuspiciousActivity Report Form” and “ Keysto Writing aComplete and
Sufficient SAR Narrative.” This package will be available shortly on the FinCEN
website, www.fincen.gov.

How to Complete the SAR Form

At the top of any SAR form is the statement, “ Always complete entire report.”
On some SAR forms,? this is appended with a statement that items denoted by an
asterisk (*) are considered critical.

BSAR-MSB (Form TD F 90-22.56), SAR-SF (FinCEN Form 101), and SAR-C (FinCEN Form 102).




What constitutes “completing” a SAR?

A SAR form has been completed when all of the available information has been
entered and responses such as “none” or “not available” have been entered in any
blank critical field. These responses are words, phrases, or codes that inform
FinCEN that datafor that item is unavailable or not applicable, and has not been
simply overlooked by thefiler. Itemsare considered critical when they contain
important information required for law enforcement investigations, such as:
subject name; subject identifying number and address; type of suspicious activity;
and adetailed narrative.

These responses are needed for several reasons. First, they tell law enforcement
and data collectors that the filer considered the item. Second, such responses
indicate the requested information was not available at the time of filing, did not
exist, or did not apply to the suspicious activity. Third, such responses assist in
the processing of BSA data by eliminating the need to correspond with the filers
to obtain what appears to be missing information.

Responses commonly used in SARs to clarify what appears to be missing data,
their definitions, and examples of how they are used:

Term Explanation

None The requested information does not exist.

Not Applicable | The requested information is not relevant to the subject or
suspicious activity.

Unknown The filer does not know the requested information.

XX This applies only to two digit fields such as state or country.
The filer does not know a two-digit code indicating the
country or foreign state/territory of the subject. This is the
same code already in use by institutions that are approved for
Magnetic Media filing.
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General Tips for Using These Types of Responses in SARs

1.

If the SAR instructions require a specific response for an item, use that
response. For example, alist of country codes may show “XX” asthe
abbreviation used for a country that is unknown to thefiler. Thisisthe
case for the Casino SAR form. Therefore, filers that do not know which
country the suspicious activity is related to should put “XX” in the country
code item.

Do not further abbreviate responses such as “unknown” asit could cause
further confusion. For example, “unknown” abbreviated as*“UK” may
mislead law enforcement into thinking the suspicious activity is related to
the United Kingdom.

Critically important fields of information such as: subject name; subject
identifying number and address; type of suspicious activity; and the narra-
tive, etc., should have “unavailable’ in the field if no information is indeed
available. Doing so will eliminate the need for the processing center to
contact the filer asking for what might appear to be an oversight.

SARs are only as valuable as the data reported on them. Reports that do
not identify a suspect, do not identify one of the “ Types of Suspicious
Activity” and do not provide a narrative are of little use to law enforce-
ment. Therefore, filers are reminded to pay particular attention to these
fields and to supply as much information as possible regarding the identity
of the listed suspect(s).

It'sworth restating; SARs are only as valuable as the data reported on them.
Fields of information left blank are of no use to law enforcement and may actually
cause more confusion. If certain datais unavailable, does not exist, or is not
applicable, law enforcement wants to know it. Pleasetell usthis by using one of
the terms defined above. Using one of the above termswill clear up

any ambiguity.




How to Report Potential
Terrorist-Related Activity

General Instructions for Completing the SAR Form

All of the SAR forms now permit the filer to report terrorist financing by checking
abox in the suspicious activity section of the SAR. Filers should then complete
the most important section of the SAR, the Narrative, by describing the suspicious
transaction as completely as possible, including the following information, if
applicable: any correspondent bank name/account information; names/locations of
business entities, names of cities, countries and foreign financial institutions
linked to the transaction, especially if funds transfer activity isinvolved; and
account numbers and beneficiary names.

Specific Instructions fov a Pavticular Industry

e Depository institutions reporting potential terrorist-related activity on Form
TD F 90-22.47 are requested to check the “Terrorist financing” box in Part
[11, item 35(t) of the form. However, in some situations, the suspicious ac-
tivity may also involve money laundering or some other suspicious activity.
Therefore, the institution should also check the additional appropriate
box(es) in item 35.

e Casinos and card clubs reporting potential terrorist-related activity on
FinCEN Form 102 (SAR-C) are requested to check item 26(p) in Part 11.
If the suspicious activity aso involves money laundering, or some other
suspicious activity, the appropriate line in item 26 should also be checked.

e MSBsreporting potential terrorist-related activity on Form TD F 90-22.56
should check Box 28(c) (Terrorist financing) on Part 11, Line 28. If the
suspicious activity also involves money laundering or structuring, Box
28(a) and/or (b) should also be checked.

e Securities and futures industry entities reporting potential terrorist-related
activity on FinCEN Form 101 (SAR-SF) are requested to check item 30(q)
inPart 11. If the suspicious activity also involves money laundering, or
some other suspicious activity, the appropriate additiona line in item 30
should also be checked.
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Regardless of which form is used, al filers should ensure that the Narrative
includes as much detail as possible regarding the potential terrorist-related or
other suspicious activities. Remember: do not include supporting documentation
with the SAR. The supporting information must be maintained for five yearswith
thefiler's copy of thefiled SAR.

Please also remember that a SAR should not be filed because of a person’s
ethnicity, nor should it be filed solely because a person appears to have the same
name as individuals identified by the media as terrorists.

Transactions to, from, or conducted by persons with possible affiliations with
jurisdictions associated with terrorist activity should not be the only factor that
prompts the filing of a SAR. However, thisinformation should prompt additional
scrutiny of such transactions and then should be considered in conjunction with
other relevant information in deciding whether a SAR iswarranted, as set forth in
31 CFR 103.18 and the regulations prescribed by the bank regulatory agencies,
such as alack of any apparent legal or business purpose to atransaction or series
of transactions. Resources that should be consulted about such jurisdictions
include: the State Department’slist of State sponsors of terrorism; the Treasury
Department’s OFAC’s lists of foreign terrorists, and FATF' s list of non-coopera-
tive countries and territories (NCCTs).

Tips from the Regulators

The following guidance is provided by the federal regulatory authorities and/or
FinCEN.

Importance of having a Centralized Review of SARs

Financial institutions might consider establishing a centralized location for the
review and processing of SARs. Nevertheless, as part of an institution’sinternal
controls, it is especially important that adequate management review of the SAR
contents and filing is completed before the SAR is submitted. If acentralized
review process is employed, financia institutions should ensure that the identity
of the bank, its primary regulator, and the location of the transaction are clearly
indicated on the SAR and that the SAR is not filed under the name and location of
the centralized processing unit.

Also, when appropriate, the financial institution may wish to seek legal counsel
during the filing process.




New Depository Institution SAR Form

FinCEN, in conjunction with the regul atory agencies, has amended the Depository
Institution SAR form (Form TD F 90-22.47) in order to include two new boxes,
one for terrorism and one for identity theft. Financial institutions are encouraged
to start using the new SAR form as soon as possible. The new form became
available for use on July 1, 2003. While use of the new form is not mandatory
until January 1, 2004, immediate use of the form is encouraged in order to give
law enforcement more information about crimes involving terrorism and identity
theft.

With regard to instances of possible terrorism, identity theft and computer intru-
sions, it isrecognized that the dollar thresholds for filing may not always be met.
Financial institutions are encouraged to file, nonetheless, in appropriate situations
involving these matters, based on the potential harm that such crimes can produce.
In addition, financia institutions are reminded that even when the dollar thresh-
olds of the regulations are not met, the institutions have the discretion to filea
SAR. Insuch situations, the financial institutions will still enjoy the safe harbor
provided for in the statute.

With regard to identity theft, financial institutions should keep in mind that the
victim’s name should not go on the first page of the SAR under the field “sus-
pect.” If thereisno identifiable suspect, that field should state “unknown.” The
victim’'s name should be stated in the “ Narrative” section of the form.

Filling out the SAR Form

If the SAR isfilled out at a centralized location within the financial institution or
at the holding company level, it is extremely important that the SAR identify the
actual financial institution involved, the location of the office or branch where the
activity took place, and the correct primary federal regulator. (In situations where
the holding company or an affiliate isfiling the SAR, the primary federal regulator
of the financial institution involved may not be the regulator of the holding com-
pany or the affiliate.)

With regard to the designation of the type of violation that isinvolved, financial
institutions are strongly encouraged to use the “ Other” box only when absolutely
necessary, that is, when it is clear that none of the other available boxesis appli-
cable. Overuse of the “Other” box distorts the datain the system and makes it
more difficult to search for particular types of violations. A recent review of the
SAR database indicated that there were many instances in which the “ Other” box
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was checked when there were more applicable, specific boxes that should have
been checked.

Closing of an Account

There is no requirement in the SAR regulations that afinancial institution must
close an account that is the subject of thefiling of a SAR. The decision to main-
tain or close an account is left to the financial institution. However, if an account
isinvolved in asuspicious or potentialy illegal transaction, the institution should
examine the status and history of the account thoroughly and should determine
whether or not the institution is comfortable with leaving the account open. Itis
often advisable to include legal counsel in making this decision. If theinstitution
isaware that the reported activity isunder investigation, it is strongly recom-
mended that the financial institution notify law enforcement before closing an
account.

Filing a Corrected SAR Form

If the financial institution determines that it has made an error in completing a
SAR, it should refile the SAR in its entirety with the corrected information,
making sure to mark the box entitled “Corrects Prior Report.” The institution
should then describe the changes to the form in the Narrative section. If the
institution wantsto file a SAR providing updated information or showing related
transactions, it should file anew SAR and, in the Narrative section of the SAR,
explain that the SAR represents updated or related information in connection with
aprevioudy filed SAR.

Reporting a Loss

It isimportant that financial institutions, when filing SARS, report not just the
amount they may have lost, but also the amount involved in the transaction or
activity. Similarly, financial institutions should consider thresholds for reporting
not just on the amount lost, but aso on the amount involved in the transaction or
activity.




Contacting Law Enfovcement

Financial institutions are reminded that in situations involving violations requiring
immediate attention, such as when areportable violation (e.g., money laundering
scheme, terrorist financing, or other financial crime) is ongoing, the financial
institution shall immediately notify, by telephone, appropriate law enforcement
and financial institution supervisory authorities. Also, remember that direct
contact by telephone or in person with law enforcement and supervisory authori-
ties to report possible suspicious activity does not relieve the institution from
filing atimely SAR to the IRSDCC.

Where to Send The Completed SAR Form

Depository Institution SARs (Treasury Form TD F 90-22.47) filed in paper format
should be mailed to:

Detroit Computing Center
PO. Box 33980
Detroit, M| 48232-0980

SARsfor Money Services Businesses (Treasury Form TD F 90-22.56) filed in
paper format should be mailed to:

Detroit Computing Center
ATTN: SAR-MSB

PO. Box 33117

Detroit, M| 48232-5980

SARsfor the Securities and Futures Industries (FINCEN Form 101) filed in paper
format should be mailed to:

Detroit Computing Center
Attn: SAR-SF

PO. Box 33980

Detroit, M| 48232-0980
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SARsfor Casinos and Card Clubs (FInNCEN Form 102) filed in paper format
should be mailed to:

Detroit Computing Center
ATTN: SAR-C

PO. Box 32621

Detroit, M| 48232-5980

Depository Institution SARs, SAR-MSBs, SAR-SFs or SAR-Csfiled by magnetic
medi a/diskette format, should be mailed to:

IRS Detroit Computing Center
Attn: Tape Library

985 Michigan Ave.

Detroit, M1 48232




Section 5 - Issues & Guadance

his section of the SAR Activity Review discusses current issues raised with

regard to the preparation and filing of SARs. This section isintended to
identify SAR-related issues and then provide meaningful guidancetofilers; in
addition, it reflects the collective positions of the government agencies that re-
quire organizationsto file SARs.

Frequently Asked Questions (FAQs)

FinCEN’s Regulatory Helpline® is available to financial institutions to provide
guidance on various topics related to the BSA. In order to better assist with
compliance questions, information is offered in this section concerning some of
the most common FA Qs posed to the Helpline relating to two current “hot” topics,
Section 314(a) issues and suspicious reporting for MSBs.

Section 314(a) of the USA PATRIOT Act

How do | change my point of contact for 314(a)?

Although FInCEN and the federal regulators are modernizing the process
to update, change, add, or delete your financial institution’s point-of-
contact (POC) information on FINCEN’s distribution list for receiving
Section 314(a) Information Requests, currently you are required to contact
your primary federal supervisory agency to make those changes. Financial
institutions subject to supervision by one of the five Federa “banking”
regulators should also provide information for Section 314(a) POCs on the
institution’s quarterly Call or Thrift Financial Report.

The following items must be provided to update or add your financial
institution’s POC information: financial institution name and charter
number or other identifier; POC name and title, mailing (street number,
P.O. Box, city, state and zip code) and e-mail addresses; and telephone and
facsimile numbers.

2 The telephone number for FiNCEN's Regulatory Helplineis 1-800-949-2732.
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Please find your institution’s primary federal supervisory agency in the be-
low list and forward the above information to them.

Board of Governors of the Federal Reserve System
Contact information:

e-malil: patriotact@frb.gov
fax: (202) 736-5641

Commodity Futures Trading Commission
Contact information:
e-mail: AMLstaff @cftc.gov
fax:  (202) 418-5528
Questions: Helene D. Schroeder, Special Counsel,
Division of Clearing and Intermediary Oversight
(202) 418-5424

Federa Deposit Insurance Corporation
Contact information:
All changes must be made through the quarterly call
report.
(800) 688-FDIC
e-malil: Insurance-Research@FDI C.gov

Office of the Comptroller of the Currency
Contact information:
e-mail: nationalbankinfo@occ.treas.gov
fax: (202) 874-5301

Office of Thrift Supervision
Contact information:

e-mail: usap.contact@ots.treas.gov
fax: (202) 906-6326

National Credit Union Administration
Contact information:
Please contact your designated NCUA examiner or
state supervisory authority

National Association of Securities Dealers (NASD)
Contact information:
e-mail: antimoneylaundering@nasdr.com
Questions: Emily Gordy, KyraArmstrong
(202) 728-8221




New York Stock Exchange (NY SE)
Contact Information:
e-mail: SKasprzak@NY SE.com
fax: (212) 656-2068
telephone: Stephen Kasprzak (212) 656-3000

How can | get a copy of the search instructions and FAQs for 314(a)?

Financial institutions that need a copy of the FAQs and instructions can
request these documents by calling FinCEN’s Regulatory Helpline at (800)
949-2732 or by e-mail at sys314a@fincen.treas.gov. FInCEN will only
send the instructions and FAQsto afinancial institution’s designated POC
that was provided to FinCEN by the financial institution’s regulator.

How can an ingtitution tell if a 314(a) match isatrue“ hit” that requires a posi-
tive response to FinCEN and not a false positive?

If an institution is unsure if a 314(a) match is a true hit, FINCEN suggests
that the institution call the agent associated with the case. The case agent’s
contact information is listed at the top of each information request.

Reporting Suspicious Activity by MSBs
Which MSBs are required to report suspicious activities?

The requirement that MSBsfile a SAR applies only to money transmitters,
currency dealers or exchangers, and issuers, sellers or redeemers of money
orders and traveler’s checks. It does not apply to check cashersor to
issuers, sellers, or redeemers of stored value. However, any MSB may
voluntarily file a SAR for any suspicious transaction that it believesis
relevant to the possible violation of any law or regulation, but whose
reporting is not required. A statutory safe harbor from liability for report-
ing applies whether the filing is voluntary or required.

When must MSBs begin to report suspicious activities to FInCEN and how are
they to be reported?

Money transmitters and issuers, sellers, or redeemers of money orders and
traveler’s checks were required to begin reporting suspicious transactions
occurring after December 31, 2001. Currency dealers or exchangers were
required to file SARs beginning on August 11, 2003. MSBs must use the
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SAR form especialy designed for them, the SAR-MSB, TD F 90-22.56.
This SAR-MSB form should be sent to the: Detroit Computing Center,
ATTN: SAR-MSB, PO. Box 33117, Detroit, M| 48232-5980.

When isan M3B required to file a SAR?

An MSB isrequired to file a SAR on atransaction or series of transactions
conducted or attempted by, at, or through the MSB if both of the following

occur:

e Thetransaction or series of transactions involves or aggregates funds
or other assets of $2,000 or more, AND

e The MSB knows, suspects, or has reason to suspect that the transaction
(or apattern of transactions of which the transaction is a part) fallsinto
one or more of the following categories:

1.

involves funds derived from illegal activity or isintended or
conducted in order to hide or disguise funds or assets derived
fromillegal activity as part of aplan to violate or evade any
federal law or regulation or to avoid any transaction reporting
requirement under federal law or regulation; or

isdesigned to evade any BSA regulations; or

has no business or apparent lawful purpose or is not the sort in
which the particular customer would normally be expected to
engage, and the M SB knows of no reasonable explanation for
the transaction after examining the available facts, including
the background and possible purpose of the transaction; or

involves use of the money services business to facilitate
criminal activity.

Anissuer of money ordersor traveler’s checksis required to report a
transaction or pattern of transactions that involves or aggregates funds or
other assets of $5,000 or more when the identification of the transactions
as suspicious is derived from areview of clearance records or other similar
records of money orders or traveler’s checks that have been sold or

processed.

An MSB isrequired to file each SAR no later than 30 calendar days after
the date of theinitial detection by the MSB of facts that may constitute a
basisfor filing a SAR.




I’mworried about being sued by the customer if | filea SAR. What protection do
| have?

Federal law (31 U.S.C. 5318(g)(3)) provides a*“safe harbor” or protection
from civil liability to financial institutions and their directors, officers,
employees or agents that report suspicious activity to FinCEN or appropri-
ate law enforcement or supervisory agencies. A financial institutionis
prohibited from notifying any person involved in the transaction that the
transaction was reported on a SAR (31 USC 5318(g)(2)). If you receive a
subpoenafor a SAR, or arequest of any kind to produce a copy of aSAR
(other than arequest by FinCEN, or an appropriate law enforcement or
supervisory agency), you should contact FinCEN’s Office of Chief Coun-
sel at 703-905-3590 immediately; federally regulated depository institu-
tions should also contact their regulator.

I’mworried about damaging someone’s reputation or getting someone in trouble
if I’'mwrong about a transaction being suspicious. What happens to SARs after
they are filed and who looks at them?

A SAR isnot an accusation against someone or an allegation that they
have committed acrime. A SAR indicates that atransaction may be
suspicious. SARs are not disseminated to the public; rather, they are
provided only to appropriate law enforcement and financial supervisory
agencies.

Isan MSB required to have an Anti-Money Laundering (AML) Compliance
Program? If so, what isan AML Program?

All MSBs arerequired by law to have an effective anti-money laundering
(AML) compliance program. The regulation requiring MSBsto develop
and maintain an AML compliance program as of July 24, 2002, or 90-days
after establishment, is contained in 31 CFR 103.125.

Each AML program must be commensurate with the risks posed by the
location, size, nature and volume of the financial services provided by the
MSB. For example, alarge money transmitter with a high volume of
businesslocated in the LosAngeles areais at higher risk than a small
check casher with alow volume of business located in Boise. Therefore,
the large California money transmitter would be expected to have amore
complex AML compliance program, commensurate with its higher risk,
than the smaller Idaho check casher, who is at lower risk of being used to
facilitate money laundering. An effective AML program is one designed to
prevent the MSB from being used to facilitate money laundering.
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An AML compliance program must be in writing and must:

e incorporate policies, procedures and internal controls reasonably
designed to assure compliance with the BSA;

e designate acompliance officer responsible for day-to-day compliance
with the BSA and the compliance program;

e provide education and/or training of appropriate personnel; and

e provide for independent review to monitor and maintain an adequate
program.

Filing SARs on OEAC List or 314(a) Matches

A verified match with an entity on an OFAC list that involves funds in an amount
above the applicable SAR filing threshold should trigger a SAR filing require-
ment. Any transaction with, by or for a person listed by OFAC is unlawful.
Therefore, when afinancia institution verifies that it has a match with the OFAC
list, it alwayswill have identified at least a potential violation of law. It isimpor-
tant, however, to verify “hits’ identified by afinancial institution’s OFAC filters
to ensure that there is a true match, looking not only at the full name, but the
address and any other identifiers that have been provided by OFAC, to avoid false
positives for common names, which, we are informed, has been most prevalent in
the Kingpin sanctions program. If afinancial institution has any questions about
its OFAC obligations and responsibilities, it should call the OFAC Hotline at
(800) 540-6322.

In contrast, a match with a named subject issued pursuant to the Section 314(a)
process does not automatically require the filing of a SAR. Section 314(a) re-
quests seek to identify assets associated with a particular suspect. There may be
nothing about the particular account or transaction found in response to a Section
314(a) request that isinherently illegal. A financial institution should review the
account activity or transaction(s) relating to the named subject for suspicious
activity, and, if appropriate, file a SAR predicated upon the totality of the circum-
stances and the account activity, in addition to reporting the Section 314(a) match
to FinCEN.




BSA Guidance — The IRS Detroit Computing
Center (DCC), the InCEN Helpline, & the
FInCEN Website

The IRS DCC may be contacted at 1-800-800-2877 to assist you with questions
regarding the use of the revised CTR exemption regulations (31 CFR Section
103.22(d)(2)), completion of the Designation of Exempt Person form (TD F 90-
22.53), completion of the CTR form (Form 4789), aswell as CTR paper or mag-
netic filing issues. For other BSA-related questions, you may call FInCEN'’s
Regulatory Helpline at 1-800-949-2732, |eave a detailed message, including your
guestion, your name, the name of your financial institution, and your telephone
number. Someone from FINCEN’s Office of Regulatory Programs will return your
call promptly. Finaly, the answersto a number of FAQs are found on the FinCEN
website at www.fincen.gov/reg_fags.

Florida Appeal Court Reverses Lower
Court Order to Produce SAR

On July 23, 2003, a state appeal court in Floridaissued an opinion reversing a
lower court order that required a bank to produce a SAR to another bank that was
adefendant in civil litigation. International Bank of Miami v. Shinitsky, 2003 Fla.
App. Lexis 11090. The caseis notable because the state appeal court recognized
the importance of SAR confidentiality by granting aremedy that isonly available
when avery high standard is met — a showing that the petitioning bank would
suffer irreparable harm and that the lower court had departed from the essential
requirements of law. The case also illustrates the harm that can result when banks
fail to notify their regulator and FinCEN that a demand has been made for a SAR.

The proceeding arose from a case brought against various defendants for an
alleged investment fraud scheme, including the bank at which the major fraud
perpetrator had its account. The plaintiff sought documents from another bank
that had maintained an account for the alleged perpetrator, including any SARs
filed onit. Over the bank’s objection, the trial court ordered the production,
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subject to a confidentiality order. The objecting bank did not notify FIinCEN or its
regulator (the OCC) of the proceeding. Over 18 months later, a bank defendant
who had not had access to the SAR under the confidentiality order, moved for
production of the SAR to it. That motion, too, was granted over the producing
bank’s objection. At that point, the bank notified FinCEN and the OCC.
FinCEN'’s Chief Counsel provided a declaration in support of the bank’s motion to
reconsider the order, which was denied. (The OCC also denied the defendant
bank’s request to it for production of the SAR.) The bank then sought immediate
relief from the court of appeal through a procedure known as a petition for
certiorari.

The Florida court of appeal granted the petition. Although the SAR had already
been produced, it had been subject to a confidentiality order, so the court found
that the cat was *half-in and half-out of the bag.” The situation could therefore be
remedied, and the court determined that the risk to bank employees from SAR
production and the effect on customers constituted irreparable harm. On the
merits, the court of appeal found thetrial court was clearly wrong in ordering the
SAR to be produced, finding, in line with the federal courtsto address the issue,
that the SAR was subject to an unqualified privilege. The order, therefore, was
reversed. Although the appellate court found that theinitial order to produce the
SAR had been obeyed and not appealed, and therefore could not be challenged, it
tried to undo some of the harm from the prior production of the SAR to the plain-
tiff, warning the trial court that if the plaintiff tried to modify the confidentiality
order in order to use the SAR in court proceedings, the trial court should approach
any such request with caution.

Financial institutions should aways notify their regulator and FInCEN when they
receive any document request, subpoena, or other demand for a SAR, other than
those authorized by the applicable SAR rule.




Section 6 - SAR News Update

PACS Is Being Expanded

sreported in Issue 5 of The SAR Activity Review, FINCEN has significantly
eased the cost of filing BSA forms by instituting the Patriot Act Communica-

tion System (PACS). PACSisahighly secure method of filing BSA forms
through the Internet, including single forms and batches of forms, using the filing
institutions existing anti-money laundering systems and processes, and an I nternet
connection. It enhances the security of the BSA form filing process through the
use of digital signatures and secure Internet connectivity. The system accelerates
the delivery of BSA information to federal and state law enforcement and it
reduces the expense to the financial institution by eliminating the need for mag-
netic tapes and paper forms. An institution incurs no cost to sign up or use PACS.

When PACS wasfirst released on October 1, 2002, the system was capabl e of
processing forms filed primarily by depository institutions—the CTR and the
SAR forms. The system’sfirst year of operation proved quite successful, with
approximately 650,000 BSA forms processed. The system has already saved both
the government and the industry scarce human and capital resources, and, most
importantly, has reduced the amount of time required to get these critically impor-
tant reports to law enforcement.

Building on the system’s success, FINCEN is currently expanding the capability of
PACSto alow for thefiling of the following BSA forms:

e SuspiciousActivity Reports by the Securities and Futures Industries
FinCEN Form 101

e SuspiciousActivity Reports by Money Services Business —
TD F 90-22.56

e SuspiciousActivity Reports by Casinos and Card Clubs — FinCEN 102

e Currency Transaction Report by Casinos— FINCEN Form 103 (formerly
Form 8362)

FinCEN has been testing this new capability since August 2003 with members of
the MSB and the Securities and Futures industries; since the beginning of Septem-
ber 2003, testing has been underway with members of the casino industry. This
“pilot test” will ensure that the technical approach is sound and is useful to the
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industry. PACSbecame availableto all filersof FINCEN Form 101, TD F 90-22.56,
FinCEN Form 102 and FinCEN 103 on October 1, 2003.

For further information about PACS, visit the PACS website, www.pacs.treas.gov.

Non-Cooperative Countries and
Territories (NCCIS)

FinCEN conducted SAR research on the existing nine FATF designated NCCTs”
(as of June 2003) encompassing statistical data and ensuing trends from SARs
filed on the NCCTs through December 2002. With the exception of Nauru and
Guatemala, SAR filingsincreased for NCCTs after FATF designation. A common
thread among these countries and the activities reported was suspicious and/or
fraudulent wire transfer activity. With the exception of Nigeria, wire transfer
activities accounted for the most prevalent description in the narratives for the
“BSA/Structuring/Money Laundering” violation and in the “Other” violation
category. A variety of scenarios accompanied this activity, including structured
deposits followed by wire transfers; wire transfers followed by withdrawalsin a
foreign location viaATM or check; and use of a correspondent banking relation-
ship with aU. S. bank, which was unable to verify a physical presence for the
foreign bank. A number of other schemes were reported in the narratives, includ-
ing Nigerian 419 scams; large cash payments ($9,900 to $20,000) on small or zero
balance credit card accounts followed by “ Credit Balance Refund Checks” sent to
account holders within days of the cash deposits; attempts to open accounts with
invalid or atered identification documents; fraudulent letters of credit offered as
security on loansin an alleged precious metals scam and in attempts to purchase
securities. Possible direct or indirect connections with Internet gambling activi-
ties were reported, plus a scheme that involved the purchase of merchandise with
counterfeit checks in amounts greater than the agreed upon purchase price, fol-
lowed by wire transfer of the excess funds back to the customer before discovery
of the counterfeit check(s).

% The current list of NCCTs designated by the FATF are: Cook Islands, Egypt, Guatemala,
Indonesia, Myanmar, Naura, Nigeria, Phillipines and Ukraine.
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Section 7 - Industry Forum

I n each issue of The SAR Activity Review, representatives from the financial
servicesindustry offer insights into some aspect of compliance management or
fraud prevention that presents their view of how they implement the BSA within
their institution. Although the Industry Forum Section provides an opportunity for
the industry to shareits views, the information provided in it may not represent
the official position of the regulators.

Some Tips for Auditing the Suspicious
Activity Reporting Program

By Alan S. Abel representing The American Institute of Certified Public Accountantsto the Bank
Secrecy Act Advisory Group®

The Bank Secrecy Act (BSA) requires independent testing of the compliance
program to determine whether the program is suitably designed and operating
effectively. Because suspicious activity reporting (for purposes of thisarticle,
small sar) is an important component of Anti-Money Laundering (AML) and BSA
programsincreasingly across financial services and now even other sectors, the
accounting profession plays an ever-larger role in fulfilling this requirement.

The auditor’s primary objectivesin independently reviewing a SAR program
include:

e Identifying material program weaknesses, control deficiencies and
opportunities for program, process, and control enhancement and reporting
them to senior management and the board

e Assisting senior management with identifying money laundering and other
financial crime vulnerability in the context of risk focused supervision, in
four key regulator defined risk areas: compliance, reputational, strategic,
and operational. Theflip side of thisis helping senior management better
assess and manage risk.

%1Alan Abel alsois Global Leader, Anti-Money Laundering Compliance and Risk Management
Servicesfor PricewaterhouseCoopers LLP.
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e Performing work that may be useful to regulatorsin conducting their
supervisory examinations.*

In addition, it is not unconventional for the auditor to identify unusual and
suspicious activity in connection with performing the SAR program audit
procedures.

Here then are some criteria and leading practices that auditors may wish to
consider in developing and administering an audit program to review and
independently test a SAR program.

The Internal Envirvonment

Before drilling down into sar processes and controls surrounding those processes,
the auditor should consider the “big picture” —the overall internal control
environment of the enterprise asit relatesto sar. This means getting a sense of the
“tone-at-the-top” of the organization, i.e. what is senior management’s and the
boards’ attitude, posture and message about integrity, ethical values, and
competence? Are the right messages sent internally and externally about the
importance of complying with the letter and spirit of the law and about protecting
the enterprise, its people, assets, operations and reputation from money
launderers, money laundering, and related financial crime? Does the Board-
approved policy framework (and, by the way, are the policies Board-approved?)
contain aclear policy and commitment to identify and report suspicious activity?
When talking to employees, does one get a sense that these values are effectively
communicated and shared? Do employees across the enterprise have a positive
attitude, understand what unusual and suspicious activity are and the importance
of identification and reporting to management? Do they know what to do and
who to contact? How frequently does this subject show up on internal
communications?

Wrritten Compliance Program

The auditor should look for evidence of compliance program documentation about
unusual and suspicious activity identification and reporting at three levels:

e Levd I: Board-approved policy framework (see above). The auditor needs
to gain an understanding of the specific BSA SAR regulatory requirements

2Note: Supervisors are generally neutral asto whether AML /BSA programs should be per-
formed by internal or external auditors. What they do care about isthe quality of the work, i.e.
that the work is performed by seasoned professionals with appropriate technical
AML / BSA expertise.




that apply to the enterprise. Isthe organization currently required to
comply with BSA SAR enterprise-wide? Isthere avoluntary SAR policy
anticipating future requirements or because senior management and the
board believe that they are doing the right thing regardless of
requirements? Does the policy fully comply with regulatory
requirements? Are aspects of the policy more stringent than required? (A
SAR policy that exceeds the enterprise’ regulatory requirementsis
perfectly acceptable — it reflects a more conservative risk appetite which
few would question. It isimportant, however, to understand what it is).
The auditor should also review the agendas and minutes of senior
management and board meetings to determine whether the right
discussions and actions are taking place to support awell-considered SAR
policy and to get a sense of future plans or intentionsto review or modify
the policy.

Level II: Enterprise-wide standards and guidance. The auditor should
determine what enterprise-wide standards and guidance are articulated and
promulgated by senior management that support a SAR program. What
high-level standards and guidance has senior management devel oped and
communicated to employees about the nature of unusual and suspicious
activity and how to seek it out and recognize it when encountered? Does
management communicate to employees the conduct and response that is
expected of them? Isinternal and external guidance (e.g. the SAR
Activity Review) well communicated and accessible? How well does
senior management articulate and convey the importance of Know Your
Customer (K'Y C) principles and provide guidelines on how to apply them
to the organization? Does senior management encourage employees to
seek out and stay abreast of external guidance? How frequently do
employees actually do this?

Level 111: Implementing, operating policies and procedures. Many

busi ness organizations confuse policies with procedures, asis frequently
evident from reviewing compliance program documentation, and
accounting professionals frequently assist their clients with revising their
written compliance programs accordingly. Here'sthe distinction in a
nutshell — policies are the “what” and procedures are the “how.”
Successful implementing and operating policies and procedures will
robustly apply the Board-approved policy framework and the enterprise-
wide standards and guidance to each of the business units and support
areas of consequence. In other words, each of these areas should have a set
of tailored policies and procedures that clearly describe how the overall

SAR policy, standards and guidance for the enterprise as awhole applies to
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them — the types of unusual and suspicious activity likely to be
encountered, roles and responsibilities, specific operating procedures and
controls? Arethe required actions and follow-up clearly articulated? What
information should be produced and what are the appropriate channels of
communication? The Sar is, of course, time-sensitive and this message
should come through loud and clear in the procedures.

Robust Risk Assessiment Process

In the realm of suspicious activity, one size does not fit all. Merely taking SAR
forms and instructions and broadcasting them across the enterprise will not likely
be very effective for getting results. Asisthe case for other key elements of an
AML and BSA compliance program, the suit needs to be tailored —i.e. the sar
process needs to be risk and business based. Business units need to assess what
types of unusual and suspicious activity are more likely to occur and what
employees are more likely to encounter in their respective areas. To get agood
sense of whether the enterprise has a sound risk assessment processin place,
auditors should look to see whether there is ahands-on AML / BSA committee,
usually chaired or coordinated by the AML / BSA compliance officer) made up of
individuals who properly represent the business units and support areas of
consequence. Among their committee obligations and assignments, members
should be actively engaged in periodic risk assessment and reporting results to the
committee. The output of risk assessment should be a blueprint for the types of
unusual and suspicious activity that the employees of respective areas are more
likely to encounter. Frequently and aleading practice, Management will prepare a
risk assessment survey (designed with SAR or other reportable conditionsin
mind) that will be administered by the committee. In particular, this exercise
should be valuable for engaging employees in the risk assessment process, with
the obvious, hoped-for benefits. Therefore, arobust risk assessment exerciseis
an important way of determining whether a SAR program is suitably designed and
operating effectively.

Also, itisaleading practice for an enterprise-wide SAR program to be active (as
opposed to passive) and pre-emptive. The more effective SAR program is one
characterized by high-energy outreach versus one where management passively
waitsfor internal reportsto (maybe) come forward. Getting to and sustaining the
state of “high-energy active” requires continuously deploying the other program
elements and identifying and engaging opportunities for continuous improvement.




Risk Profiling and Benchmavking

As part of the risk assessment process, it isagood ideato periodically compare
and report to senior management the enterprise’ sar performance with industry
performance. (Of course, the leading source of sar performance benchmarking
information isthe SAR Activity Review). The auditor may wish to make an
independent determination and compare it to management’s. It isimportant for
compliance management to highlight, report and explain material SAR filing
variances to senior management. There are usually some very compelling reasons
for variances — everyone has a different risk profile, and no two enterprises have
the same profile of customers, products and services, geographies, distribution
channels, employees, and other business relationships. However, it'sagood idea
for senior management to articulate the enterprise’ risk profile in any event and to
explain SAR filing performance variances in the context of that profile.
Supervisors and law enforcement may walk in the door with a set of expectations
with respect to character and volume of SARS, and senior management should be
prepared to present, discuss and explain their SAR filing performance.

Training and Awareness

Training isof course, acore BSA program requirement. The auditor should
determine whether or not there is a sufficient KY C and SAR component to the
training materials. The auditor should assess the effectiveness of training through
talking to employees and through reviewing test results where applicable.
Training materials should show signs of freshness and meaningfulness.

Centralized Reporting

While not a hard and fast requirement, it isagood practice for SARs to emanate
from one portal out-the-door to law enforcement. Ideally, the enterprise will have
an internal mechanism for employees to report events or situations that they
believe are unusual or suspicious that is separate and distinct from the SAR that
may ultimately be prepared and filed. (Most enterprises have aname for this
internal mechanism or report that distinguishesit from “SAR” to avoid
confusion). There should be controlsin place to make sure that only specifically
authorized and designated individuals are part of the event escalation, analysis and
reporting stream. Your supervisors and law enforcement expect to see SAR
filings come from one or very few designated individuals — usually an AML /
BSA compliance officer. The auditor should test SARs filed to determine
whether these procedures are being followed and should note exceptions.
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Auditors should ask for process flow charts or descriptions of reporting process
flows, and the test the processto seeif it works as designed.

For frequently compelling and also “legacy” reasons, enterprises frequently have
their sar processes fragmented, (the euphemisms are “ shared, distributed, and
allocated”) and often in amanner where corporate security (internal law
enforcement) handles the “fraud SARs’ and compliance handles the money
laundering, structuring, and BSA-related SARs (or adistinction is made between
the“internal” SARs and the “external” SARS). While this approach may be
functional in many respects, sar process fragmentation allows opportunities for
control deficiencies. SARs and their supporting cases may “fall through the
cracks,” and “need-to-know,” while important to the objective of confidentiality,
frequently becomes a barrier to the balanced level of communication required for
an effective sar process.

It isthe better practice for one office (usually the AML /BSA Officer) to be the
conductor of the SAR orchestra of players. Obviously, corporate security playsa
critical rolein conducting and supporting investigations. In fact, auditors should
review corporate security and other investigations, analysis, and reporting staff in
view of caseload to determine whether there are sufficient, competent, technical
resources to adequately cover the volume of existing and anticipated activity.

Sound Judgment and Quality Process

Asindicated above, it isimportant to distinguish the internal detection and
escalation process from the external SAR filing process. Employees should be
sufficiently trained and engaged, and written policies and procedures should be
sufficiently clear and robust so that the internal detection, reporting and escalation
process can be effective. Typically, employees prepare an internal report of
unusual or suspicious activity in consultation with a supervisor and the designated
compliance liaison. Theinternal report should be quickly escalated for analysis
and investigation (i.e. the internal report becomes a case) that is tracked, and then
quickly routed or further escalated to a committee to review the case and to make
the “suspicious’ determination. The committee members (the decision-makers)
should be persons of sufficient authority and judgment to make the determination.
It is conventional for the AML / BSA Officer to present the case and make a
recommendation to the Committee. Because SAR filings are time sensitive, itisa
good practice for adraft SAR, aready reviewed for completeness, quality, and
risk to be presented to the Committee for case review. The auditor should obtain a
thorough understanding of the entire sar process and the controlsin place
governing the process.




Quality Case Tracking

Regulatorstypically require businessesto maintain a“SAR log.” While
minimally adequate to “check off the box,” anything less than aflexible, storable,
well-maintained case-tracking database does not generally provide adequate
control over the SAR process, except for alower-risk, lower-reportable event
volume environment. Frequently, a conventional software spreadsheet or low-end
data base management system with indexing and sorting capability will suffice.

While not al internally reported incidents, events or situations will ultimately
result in a SAR immediately, they may result in or contribute to a SAR down the
road. Therefore, it'sagood practiceto track all internal reports and their
disposition. Obviously, there should be good record-keeping and security controls
over the case tracking system. While making the investment, the system should
also provide flexible database management and meaningful reporting. Auditors
should review the case tracking mechanism and identify any control deficiencies
and opportunities for improvement.

Compliance Monitoring and Assessment

The BSA requirement for a strong monitoring function applies squarely to SAR
programs where applicable. Auditors should review the compliance review,
assessment, or monitoring program (different terms are used from business to
business) to make sure that this requirement is being adequately addressed.
Compliance assessment is the primary mechanism through which the compliance
function can assess the quality and effectiveness of the SAR program in place.
The auditor should determine whether or not this program isin place and whether
gualified professiona staff is performing periodic assessment, and the results
being reported and acted upon.

Confidentiality and Security

While virtually everyone has KY C and event reporting roles and responsibilities,
far fewer will play arolein subsequent investigation, analysis, determination,
tracking and ultimate SAR reporting. For very compelling reasons, not the least
of which are confidence, the risk of tipping off, safety, and safe harbor, strong
controls surrounding sar process flow, recordkeeping and reporting are critical. In
reviewing the overall sar process, the auditor should review controlsin place and
should test them to see that they are functioning as designed. Thisincludes
testing to make sure that SARs don't leave the “four walls’ of the enterprise,
except for those filed with law enforcement through proper channels.
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The auditor should consider another important aspect of confidentiality — the
ability for employees to make confidential reports of unusual or suspicious
activity directly to designated compliance officials. Thisability requires well-
defined channels of access and communication, e.g. an employee hot line.

Information and Communication

Also consistent with the Profession’s COSO methodol ogy, the auditor should
examine and assess the quality of strategic, compliance and operational
information surrounding and driving the sar process and the adequacy of the
channels of communication.

Enabling and strengthening the program elements and practices described above
require quality information, information processing, and well-defined and
working channels of communication to be effective. The sar and SAR flows
themselves as well as management information regarding program performance,
risk assessment and response has to be accurate, meaningful and timely to enable
senior management to make well-informed decisions governing the sar process.
Assessing the quality of information and information processing connected with
the operational sar process itself may require some in-depth analysis. Thiswill
likely include assessing the timeliness, accuracy, efficiency, effectiveness, quality
and usefulness of the mechanisms, reports and reporting tools used by designated
employees to support the monitoring, escalation, investigation, anaysis and
reporting of unusual and suspicious activity. Here it may be prudent to assign an
I'T auditor to look at the automated processes. (However, don’t loose sight of the
total quality process surrounding the production and flow of information inherent
in the other SAR program criteria — the technology toolsin place are only at
least as effective as the human processes that drive and respond to them).

Similarly, the auditor needs to identify the channels of communication surround-
ing the sar process and evaluate their effectiveness. Channels should and conven-
tionally include: internal conveyances of written compliance program (usually
email, web-site postings and employee manuals, compliance and business unit
meetings, training and awareness sessions, and “kitchen posters (e.g. “Do You
Know SuspiciousActivity When You See It?)”




Section 8 - Muailbayg and Feedback

I:I NCEN is keenly interested in hearing from financial institutions about the
value and meaning of The SAR Activity Review — Trends, Tips and Issues and
By The Numbersto their daily operational and compliance needs. Since thefirst
issue in October 2000, a feedback form has been included with each edition to
enable members of the financial community and others to provide comments,
suggestions, and other information about the usefulness of the information con-
tained therein. The feedback form has undergone a metamorphosis from avery
simpleforminlssue 1, to a“rating” form in Issues 2 through 5, and finally to an
issue specific form, which appears on the following three pagesin this edition.
Unfortunately, after the publication of Issue 5 in February 2003, only afew finan-
cial institutions provided feedback to FInCEN.

Please, when you have completed digesting all the information contained in this
issue of The SAR Activity Review, take afew moments to complete and return the
Feedback form. Asthe Introduction states, the continuing exchange of informa-
tion iscritical to improve the SAR system. Your help is wanted and needed in this
effort.
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Financial Crimes Enforcement Network
Department of the Treasury

Your feedback isimportant and will assist usin planning future issues of The SAR
Activity Review. Please take the time to complete this form. Thank you for your
cooperation.

A. Pleaseidentify your type of financial institution.

Depository Institution: Securities and Futures Industry:
__Bank or Bank Holding Company __Securities Broker/Dealer
___SavingsAssociation __Futures Commission Merchant

___ Credit Union __Introducing Broker in Commodities
___Edge & Agreement Corporation __Mutual Fund

__Foreign Bank with U.S. Branches or Agencies

Money Services Business: Casinoor Card Club

___Money Transmitter ___Casino located in Nevada
___Money Order Company or Agent ___Casino located outside of Nevada
___Traveler’'s Check Company or Agent ___CardClub

__ Currency Dealer or Exchanger

__U.S Postal Service Other (please identify):

B. Pleaseindicate your level of satisfaction with each section of thisissue of The SAR
Activity Review- Trends Tips and I ssues (circle your response).
1=Not Useful, 5=Very Useful

Section 1 - Trends and Analysis

Section 2 - Other Analysis & Examples

Section 3 - Law Enforcement Cases

Section 4 - Tips on SAR Form Preparation & Filing
Section 5 - Issues & Guidance

Section 6 — SAR News Update

Section 7 - Industry Forum

Section 8 — Mailbag and Feedback

PR RPRRERREPRRE
NRORNNDNNNN
WWwwWwwowowoww
N L N NI S S N
cgroagaona g ol

C. What information or articlein this edition did you find the most helpful or
interesting? Please explain why (please indicate by topic title and page number):
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D. What information did you find least helpful or interesting? Please explain why
(again, please indicate by topic title and page number):

E. Did you find the new Index Listing of Previous and Current SAR Topics useful?
Yes No

F. Doyou like the new delivery format of bifurcating The SAR Activity Review into two
companion products?
Yes No
Please explain why or why not:

G. Doyou plan to review and/or use The SAR Activity Review — By the Numbers?
Yes No

How will you use the statistical data in By the Numbers?

What other statistical data would you find interesting or useful ?

H. What new trends or patternsin suspicious activity would you like to see addr essed
in the next edition of The SAR Activity Review — Trends, Tips and | ssues? Examples

might include: in a particular geographic area; concerning a certain type of trans-
action or instrument; other hot topics, etc.

I. What topicswould you liketo appear in the next or future editions of The SAR
Activity Review — Trends, Tips and | ssues?




J. What questions does your financial institution have about The SAR Activity Review,
which you would like to have answered?

K. Which of the previousissues have you read? (Check all that apply)
[ ] October 2000 [ ] June2001 [ ] October 2001 [ ] August 2002 [ ] February 2003

Send your Feedback Form to:

Nona S. Tiedge

FinCEN

Office of Strategic Analysis
Fax 703-905-3698
tiedgn@fincen.treas.gov

83



84




Appendix
Index of Topics From Current and Previous
Issues of The SAR Activity Review
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